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1. BEEHZ OV T

AREECIE, DigiCert CertCentral TLS/SSL Manager (LLF. CertCentral) T TLS/SSL iFPHEZAZH— K
IN—=T 4 T TV r— a3 ThbD Certbot ZFIH L TIHITT D HIEIZHOWTIBA L ET,

1.1 X&RDZ—5 v b

RERTIL, TRLO—F—IZMIFNE L LTEY £7,

® TLS/SSL ¥ — N—FEBEZFIH LT 528, HEMLS LB e st Ssgs " Hh %
®  XIGH— N—DYLHA Web —R—ETH S
® uR— NERE T, HHZ TLS/SSL — " —FEAEZ HE b3 5 5ENE D 720

1. 2 CertCentral (ZDUNT

CertCentral {%, WEJAVVST U v/ FF A MDY 72X N EEFHEZFEILL, XT Vw7 FTF7AMD
ML C B ORMEL 72 AV ) 2a—2 9 > TF,

ACME 7'&2 b 2 /UZxtIis L CHR Y . TLS/SSL RIEBHEDFRIT, FHr, KhaiT1H 2N TEET,
K& 2 AT TLS/SSL GERE A 51T 5 72 DI2iE, CertCentral @7 H 7 ¥ B X OB LI T,

1. 3 ACME {22\ T

ACME (Automatic Certificate Management Environment) & FEIXILAREHEOEHZ BN LT A7-DD
7'm k3T, RFC8555 & L TRITSN TV ET,

ACME ZFIH+ 2 Y 7 bo =7 ZFMT 252 LT BEHEFEO T A 71 70 GEIT. ®BH. k%) & H
b5 ENTEET,

1. 4 Certbot {22V T

Certbot [Z. U 7 NL=T MY 7T o Aa|ZfimxiEL 501(c)3 HFEFHARTEH 5 Electronic
Frontier Foundation |Z X > C{ER S 317-. FEITEBLIND Web ¥4 M CTREAEZ BEIFICHEH L C
HTTPS Z AN T B2 DEROA—T 2 ) — A T NI =TV —)LT7,

1. 5 AR

AEEHT, TRLORHRICTRHRELTEBY £9°,

> FREEEEE (Linux : root #EFR) TIATRIEEE LET

> 0SS X° Web Y — N—ZEDFEEIZOWNTIE, X4 ELET
> Certbot ME A FVEIZ., s LET,
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1. 6 BRIFHRIZOWVT
KREEHX, certbot =<2 F&HIE L Citd L TW\WET,
a~y ROELDO K Z Fidlior L ET,

# certbot certonly ——standalone ——non—interactive ——force-renewal ——config-dir

——server

——eab-kid ——eab—hmac-key -d

1. SEHEO ) X7 e 7 voiHd, ANTIRETT,
2. FESUTFITFEATERBEIC LD ANEN R Y 147,

1. 7 FEFAE HEME Dt

AEREZ BE LT 272 OfiiuL, FTROEY T7,
FLrVEOIEE  AENIZTHY, REOHHE  KEOXZI,

. — —

|
v
]
v
|
v
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2. ERIYEfE

2.1ACME AT O s XL T 4v 7 (EAB) DRE

ACME ZFIH4 2 7=0121%, CertCentral IZTHET h v kb XA T 407 (LLF, EABX) #3{711
HVENRH Y F9,

$<EAB=External Account Binding

2.1.1ACME ¥4 L7 bV URL ZEU&T 5
CertCentral OEMIZH D A ==—76 THEME) 28R, REND ACME 412 KV URL) %
WFLET,

digicert | CERTCENTRAL

SFERE M EIEE

5y af—k

SFRRE

DISCOVERY

BEk

ACME 7-r Lo |-1J URL

API —
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[ACME 4 L2 hVU URL ZBIN9 5] 24 ELFI,

digicert | CERTCENTRAL EEEREEREd

S ACME 7 L2 k1 URL

COPEL Sl
® ACME 7« L I ') URL% 8
1L )
- IG |
) DISCOVERY /
B8t e & URL 1-4—- %
ACME 7 L I~') URL ACME-Global G2 TLS RSA Skokikkt oy
SHA256 2020 CA1 Jul31-10days
APl — ®
TX AT ACME-Global G2 TLS RSA smaaRtOry
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ACME 7 4 L7 U URL ZAERRT D720 DANI 7 4 — L RFERINET,
VEFIAZ T XCANW=EE, TAME T4V Z MU URL ZBNT 5] 2MTFLET,
MATMZETRIT (4T ~ B LV—7 ) FTTTRN, ANEZED D Z L THERRENHE L 1,

ACME 7« L2 kY URLZENT % .

E]

| ACME-Global G2 TLS RSA SHAZ256 CA |

BEED TS EE

| 1 year st |

HEERE

0=
O n2aLaE

(] AcMEZ S 7 FERIC s 2EMERO L& 5792 @

v iEIGEREA T3>

SEFr—2TT, [BEcAl > UL—Fcal @

DigiCert Global G2 TLS RSA SHA256 2020 CA1 (SHA2-256) > DigiCert Global Root _ -

ACME 7 L-7 I ) URLEZ BT 3

(4481 121, CertCentral MM FTACME 54 L2 U URL 3B TX AEEOLBTIZ AT LET,

Al

ACME-Global G2 TLS RSA SHA256 CA

(i) 13, ZEMPOBATE /AN XA T v 7ENET, BITHLEOMMZTNL T 7ZS
A
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a7 « ¥=NID v ‘

[ H 7L — 7] L. CertCentral IZBE: SN TWAEH I IIL—700BINRLET, BFIX1 OOEHS
=T PMERR STV ET,

Sper
’a

gN—-7

}H

FHA%] 13, CertCentral |28k STV DAMMEHR HIBIR L £4°, @HIL 1 SOMBEIER S LT
£, Ak E @R 572 0IiE, B S /RIS TRRBGRAEN 72 T L T D BERDH Y £7,

e

TEEFEOT T MR . T8I TWDE T T U BRI S0,
BHED TS VEE
1 year v

AEAEFRITRHICAZMIRZZE T 258 F =y 7 2 ANVET, BHIIARETT,

[(] ACMEZ S 7> FBRICKZEMBRO L BS2#T35 @
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[ F = —2 ) 1%, BT T 2EAED EALOFEGERIEAEZEIR L EI, Ny a7 b3 A0
ENELRY 14,

v IBIGIEHEA T 3>

PEFr—>T9, [PEICAl > L—kcAl @

DigiCert Global G2 TLS RSA SHA256 2020 CA1 (SHA2-256) > DigiCert Global Root .. =

[ACME 7 4 L7 FVU URL ZiBI3 5] M FLTURL Z{ERR L £,

el ’ ACME 7 L2 +') URLEZEBMY 3
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FLUWACME 54 L2 MU URL MERESNET,
[ACME &=« L2 VU URL] . [KID] . T[HMAC#E| Z =t — L CTHRELTLFEN,

#FTLWACME 7« L2 1) URL

‘ o ACMER URLACME-Global G2 TLS RSA SHA256 CALSEI T #1E L7c ‘

X250 LOEBELIS, COBBI_EBERTINEEA. Q- LTRELEBMICK

FLTLESWL,

T PA O3 | =T P

ACME 7 L-7 ') URL

https://one. digicert. com/moki/api/v1/acme/v2/directory ’

NBT AN T2
KID

HMAC#HE

hid. ChHBERRShBWICEEBRLET

(FRTEIE—T 5] 2 TFT52 LTI Y v 7 R— K Certhot TR T X BH Tz ST X
ES N
1)

—server https://one. digicert. com/mpki/api/vl/acme/v2/directory ——eab-kid Q3kufrI87uS6y_vLRikib5riMofa
kEcr2s_wAch060Y] ——eab—hmac—key ThepaJechop72coqUm2K1tuneBrusaY16ha3pud672T5emUz9thlrunEc61QoQIpdratr
uDr2FRE jTkuluk6DR

RER, TRAE, THPBHERRINBWZ EA2HE L ET) 2T L ClEmZMAL £,
KU, BEFRLTHRT LI ENTERNWI LIZIHEELSEE N,
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3. HTHREAERAT

3.1 ¥ —N—FEAFEZFRITT D

P N —FEAEA TR ITT DA, CertCentral 22 HIIT I 7= EAB 215 L T, 317X FQDN %
BED LT, Certbot 2~ REFEITLET,

3.1.1Certbot =<y F# :

certbot certonly ——standalone ——register—unsafely-without—email ——non—interactive ——force—renewal ——c

onfig—dir —key—type ——server
—eab—kid —eab—hmac—key -d

3.1.2certonly & 7a<w K« FFvav

Y7 avw R B
certonly REAEZRRIT L ET,
| AT a v X EME Bl
O ——standalone L AL KTy Web Yr—s_3—aAffFH L TH— —FEH
EERELET,
X —register—unsafely—- | 72 L A—)LT RUVADRGFEREIZLET,
without—email
X ——non—interactive L 2 —W— A% RO TICIERFETEITLET,
sulEliElE, A4 7Y a v EAREEFICEESET
{TEEW,
O | ——domain FQDN AFAAE A B9 9% FQDN Z2H8E L £ 9,

[~domain] #4~7'v a v & HEIRET D0 FQN DO v
XU DU A FERET DI L TYATF RAAL AL

BHENRITTE T,
O | —eab—kid EAB_KID SNRBT T30 v NS T 4 T DX —i BT E TR E L
EScn
O | —eab-hmac—key EAB_HMAC_KEY SNRT 17 AR T 4 7D HMAC EEFEE L ET
O ——server ACME Directory FAEESE D ACME Directory Resource URI Z¥5E L %
Resource URI T,
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WZR AT a v X EME B
X —force-renewal L TREINTZ RA A ST TICGERAENRTFET 2545
BRIERN T E I NS, TCICEHRLE
7, ——expand HRFERIJICIEE S NVE T,
X —config-dir 77 A ILIRA certbot 2MEHATARET 4 L7 N BFRELET,
X —key—type 2= N lrsa] . lecdsa] ZfFETZxET, BT : ecdsa)

MAREEHIBE L TWA AT v a i, —#THY, —BITT, certbot =~ RNiZik, o4 a
WZEAFELHY 4, M certbot AR RF 2 A R 2B RV,

3. 1.3 ¥ FQDN Z¥_ET 5 Hik

D FQDN 25 ET D34 FQDN Z &2 [——domain| A7 > a v 2 ET D0 15D [—domain| #
Trailhr~XKE) THRELET,

) FQDN = &2 T——domain| A7 a v 2 ET HEEL

——domain —domain

) 150 T——domain| F 7 a2k r~XEI0 CHEETHHES

——domain

3. 1.4 RITRTHE
THA vE—UREREINNT., = AN—HEORITIIFZ T T,

Successfully received certificate.
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3. 1.5 Certbot FIEF]ABEOEHMFZIZOWVWT
Certbot THID CREAEZBITI AL, FHNICHRET 2 P 3 XLETT,

DigiCert Master Service Agreement (https://www.digicert.com/master—services—agreement) % Z ffE
BNTZTEE, NRIZFEWEZ T 52581, V) ZAN LT EIN,
[root@digicert dir]# certbot certonly ——standalone —register—unsafely-without—email —force-renewal
——config-dir —key-type ——server
——eab—kid ——eab—hmac—key

Saving debug log to /var/log/letsencrypt/letsencrypt. log

Please read the Terms of Service at:
https://www. digicert. com/master—services—agreement

You must agree in order to register with the ACME server.

Y)es/(N)o:
Account registered.

Requesting a certificate for

Successfully received certificate

Certificate is saved at:

Key is saved at:

This certificate expires on

These files will be updated when the certificate renews

Certbot has set up a scheduled task to automatically renew this certificate in the background

If you like Certbot, please consider supporting our work by:

* Donating to ISRG / Let’s Encrypt:  https://letsencrypt. org/donate

* Donating to EFF: https://eff. org/donate-1le
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4. EHREAEFRT

4.1 P —N—FEAFELZEH T D
P N—FEAEOH MRS E | FEAELTHT D5 AT, TR PRSI — R E L AT
TEET,

P NG EEZ FEH S DS BEIZ, CertCentral DA — X —FSEIFEETH I LT, lBELIZA—X—D
TIAVIEAELRITI L ENTEET,

4.1.1Certbot =~ K :

certbot certonly ——standalone ——register—unsafely-without—email ——non—interactive ——force—renewal ——c

onfig—dir —key—type ——server

—eab—kid ——eab—hmac—key -d

4.1.2 certonly V7a<wr K« FFva v

HFa<w K B
certonly AEAEZRITLET,
WE | AFvav X EME B
O ——standalone 2L AH v RT7Tay Web r—r"—%AFH L CH— N—ZFEH
EETUGLET,
X —register-unsafely- | 72 L A—=NT R ADEEFE REIZLET,
without—email
X ——non—interactive L 2 —W— A% —UROTIZIERFETEITLET,
—domain FQDN AFAAE A BUf9 9% FQDN Z2H8E L £ 9,

[—domain) # 73 a2 % BEHEET 5A>. FQN DF v
YUY DY A FERRET DL TYATF RAL GE

AENFITTEET,
O | —eab—kid EAB_KID T T SR T 4 T OF =R FERRE L
EScn
O | —eab-hmac-key EAB_HMAC_KEY IERT T SSA T 4 7D HMAC A FRE L T
O ——server ACME Directory FHEEYE D ACME Directory Resource URI Z¥5E L %
Resource URI 7,
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WE | A Fvav R EE i
X —force-renewal L TREINTZ RA A ST TICGERAENRTFET 2545
BRNERN TN E I DL 63, +<IZEH L E
7, ——expand HRFERIJICIEE S NVE T,
X | ——config-dir T 7 ANIRA certbot MEHT D ET 4 L7 MU EZELET,
X —key—type 2= N [rsa] . lecdsa] #fFETXxEJ, EET : ecdsa)

MAREEHCBE L TWA AT g i, —ETHY .,

—F]Cd, certbot 2~ NIZIX, A7 a3 v

WZE D HELHY £, FEMIE certbot AN RNF 2 A FESZHITZE W,

4.1.3 —server 7T a VIZEBMMTAZ7 )

7Y X EME B!

action renew B2 EW T HfE lrenew) ZEELET,

orderId F—4—1D CertCentral THITINT=A—F —ID ITHSIT £,
F—H—1D ZEMT 5 & . CertCentral MNe%4 4 54
— X —ZHERE L, ST ET,

4.1.4 RITRTH
FilA v 2= VRFRS UL, PR EORITIESE T T

Successfully received certificate.

Certbot HA K
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4.2 Y —N"—FEAEELBRITT D

Y= N—GEAZFEOF IR ITOE, FNEO Y — N—FEAELRITT 25 G1L. T TIidk < HF3IT
DFpE TH—"—FEHFELZFHITTETET,

Y N—FEE A FRIT S D — AT, CertCentral A —F¥ —FZAIET 52 LT, HELEA
— =SS T =" —FEAE L HRITSED 2 LN TEET,

FRATCIE. ANAEDBED — S—TEEE A S EPICRE T2 £, REHAEE LEgo,
BEF DY — " —GEAEL, RSN D 75 —ANS 5720, THEELSTEI N,

4.2.1Certbot =~ K :

certbot certonly ——standalone ——register—unsafely—-without—email ——non—interactive ——force—renewal ——c

onfig—dir —key—type ——server
—eab—kid —eab—hmac—key -d

4.2.2 certonly V7a<wr K FFva v

YTawr K B
certonly REAEZBITLET,
W | A Tvav REHE B
O | —standalone L AL R m s Web r—r"—2AH ] L CH— 3 —GiEH]
EEIELET,
X —register—unsafely—- | 72 L A—)LT RUVADORGFERBEIZLET,
without—email
X ——non—interactive L 2—P— AN % RO TITIEXMFETHFEITLET,
O —domain FQDN FERAE A US4 5 FQDN ZF8 € L £ 9,

[—domain] A 7> a v &HEHIEET 570>, FADN DI~
XU DU A FERET DI L TYATF RAAL AL

BHENRITTE T,
O | —eab—kid EAB_KID SNRT T30 RS T 4 T DO xR —i AR TR E L
EScn
O | —eab-hmac—key EAB_HMAC_KEY SNBT 17 SR T 4 7D HMAC R FEE L ET
O ——server ACME Directory FHEESE D ACME Directory Resource URI Z¥5E L %
Resource URI T,

Certbot A K Page 18 of 24



digicert

WE | A Fvav R EE i
X —force-renewal L TREINTZ RA A ST TICGERAENRTFET 2545
BRNERN TN E I DL 63, +<IZEH L E
7, ——expand HRFERIJICIEE S NVE T,
X | ——config-dir T 7 ANIRA certbot MEHT D ET 4 L7 MU EZELET,
X —key—type 2= N [rsa] . lecdsa] #fFETXxEJ, EET : ecdsa)

MAREEHCBE L TWA AT g i, —ETHY .,

—F]Cd, certbot 2~ NIZIX, A7 a3 v

WZE D HELHY £, FEMIE certbot AN RNF 2 A FESZHITZE W,

4.2.3 —server 7T a VIZEBMNMTAZ7 )

7Y X EME B!

action reissue BHRITZBEW T 5fE Treissuel #FEELFET,

orderId F—4—1D CertCentral THITINT=A—F —ID ITHSIT £,
FA—H—1ID #E M9 5 & CertCentral NELUd 54
— X —ZHERE L, ST ET,

4,2.4 RITR TR
FilA v 2= VRFRS UL, PR EORITIESE T T

Successfully received certificate.

Certbot HA K
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5. REFAED KT

5.1 — N—FERAEZ RKIHT D

VLIS UC, FAT Lo — " —FEEE R S £ T,

P R—FEAEEZ R ST D — A%, = —FEAERNLECTIE el ieofz) . [H— —GEHE
DORERDfEFAEIV I Lz 7o ERH Y 97,

Certbot TiX, KD~y REHITT LI & TRITESNIY —N—FEAELZ RS EL LN TEE
R

5.1.1 Certbot =<y K# :

certbot revoke ——config—dir ——server

——eab—kid —eab—hmac—key —cert—path

——reason

5.1.2revoke VT a<wr K« FFa v

HTaw R i
revoke AEAFEZ R L £7,
WH FTvav A EME Gk
O | ——server ACME Directory 35550 ACME Directory Resource URI Z#5E L%
Resource URI 7,
O | —eab-kid EAB_KID SNERT T30 NS T 4 T DF R B E L
E3D
O | ——eab-hmac—key EAB_HMAC_KEY BNERT 7 hoSA T 4 27D HMAC 2 FRE L E T
O | ——cert-name AEAE = R — A KNSELYP—N"—GEAEOAET L R —LZRE L F
¥ [——cert-path] & gEhAIH
O | ——cert-path AEHE T 7 A VSR KNSELY—N—FEHEDOT 7 A WA ZIHE L E
9, T-——cert—name] & HEfthF]H
X ——reason SeZh A & (BEE : unspecified)
KB ZHE L £,
unspecified
keycompromise
affiliationchanged
supersededs
cessationofoperation
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iR
X ——config-dir A WAV certbot WHEHATHIRET 4 V7 NIV ERELET,

MAEEHZBEH L CWa AT v a i, —E THY ., —HITT, certbot a~2 NiZiE, o473
WCEDFELHY F9, ML certbot AR FF 2 A FESHRIE XN,

WIH F7va v FXEAE

5.1.3 REh5E T K
TEA v E—URFRENNE., = _—FAEOENIZ T TT,

You have successfully revoked the certificate that was located at 7 7 A JL/XA.

Certbot A K Page 21 of 24



digicert

6. a 7BEEIRAT LEFIHLI-ERH

6.1 Linux cron Z#|f L7~ HEHEH
Linux ZE¥ECHIH FIHEZR cron 28I L7z BEREMICOW TR L £ 7,

6.1.1 cronfRfE o~ RIFEOY\HH L :

crontab —e

6.1.2 cron SRENE :

[minute] [hour] [day] [month] [day of week] [command]

IHE | HE B
FATT 545 % 0-59 £ TOEEOEMTHELET
FATT DR % 0-23 T CTOMEEOEETREL £
3 | day FITTHH%Z 1-31 EFTOEEOEBMTHELET
=
=

1 minute

2 hour

TT2A% 1-12 FTOEEOBEETIHEL T

T OMAZ 0-T X TOEBORKETIHRELEY (0L 7TITHER)
0=H, 1=H, 2=k, 3=K, 4=K, 5=4&, 6=1, 7=H
£E, BHAZERTIEEL THIRENETT
sun, mon, tue, wed, thu, fri, sat

6 command ETTHa~ REEELET

4 month

5 day of week

H#E | HH i

1 TAZY AT (/%) | TXTOFNRMEEIRETE £,
[day[lICT AZ VA7 (%) 245 ET D LBHETSNET

2 | A7) AT LET,
1-3 DBE, L, 2,3 %EZ LT £7,

3| =) —EEIRELET, RE LB TR e £,
L4, 7T D55, HBELLE3DOBEEEE LI LT £7,

4 | ATy va() ATy TEERELET, fHEO%IC [/] BdL5EE. T O/ THEE LB 5HE
HAX w7 LE9, [minute] T0-59/3 OFE, 0-59 DM T3 T LICETEN
£7,

5 Ny S aFRE (1)) = AN
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6. 1.3 cron EREH :
fH 1 BRI 283 0 0EICFETT 5,

# [minute] [hour] [day] [month] [day of week] [command]

30 2 1 * % /cert-renewal. sh > /dev/null

6. 1. 3.1 cert-renewal. sh :
#!/bin/sh

/usr/bin/certbot certonly ——standalone ——register-unsafely-without—email ——non—-interactive ——force-re

newal ——config—dir —key-type ——server
—eab—kid ——eab—hmac—key

e
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7. 2EFHR

7.1 Certbot A=

https://certbot. eff. org/

7.2 Certbot AKX (—¥—HA )

https://eff-certbot. readthedocs. io/en/latest/using. html

7. 3 RFC8555 Automatic Certificate Management Environment (ACME)

https://datatracker. ietf. org/doc/html/rfc8555/

7. 4 CertCentral

https://www. digicert. com/secure/

7.5 CertCentral Documentation

https://docs. digicert. com/en/certcentral. html
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