
Overview
CertCentral® Managed Automation is a service  
that delivers hands-free certificate enrollment, 
installation, and renewal, streamlining management 
of the certificate lifecycle and reducing the risk of 
business disruption caused by certificate expirations 
or human error. 

CertCentral® Managed Automation’s rich feature set 
gives TLS and security administrators fine-grained 
control over certificate automation and is delivered 
through a self-governing infrastructure that minimizes 
maintenance and ensures integrity of operations.

Reduce administrative overhead 
and risk of business disruption

Reduce overhead of managing certificate 
installation and renewals, with automated CSR 
generation, certificate issuance, installation,  
and verification that can be triggered by a user  
or scheduled. 

Reduce risk of business disruption from outages 
caused by certificate expirations or human error.

Improve security posture with centralized 
visibility and management that improves 
adherence to corporate policy and reduces rogue 
certificate issuance.

Automate processes with 
centralized management and 
fine-grained control 
Profiles that govern what certificate types 
can be automated 

Scheduling that restricts automation events 
to designated maintenance windows

Autorenewals that trigger hands-free 
renewal processes

Bulk actions for issuance of policy changes 
or certificate reissuance in bulk

Approval workflows for automated routing

Alerts for notification of actionable events

Reporting with detailed view of automation 
event activity

Automated certificate provisioning with 
CertCentral® Managed Automation

CERTCENTRAL® MANAGED AUTOMATION
Hands-free automation of certificate provisioning and renewal



CertCentral® Managed Automation

A self-governing infrastructure
CertCentral® Managed Automation is delivered 
through sensors and agents that are 
self-governing, reducing the IT overhead 
of maintaining infrastructure. Sensors and 
agents continuously ping CertCentral for new 
automation event requests, automatically update 
new versions, and deliver notification alerts on 
disruption in function.

Supported platforms
Web Servers:  Apache HTTP Server, Apache 
Tomcat, NGINX, IBM HTTP Server, Microsoft IIS

Load Balancers: F5, Citrix NetScaler, A10, AWS 
Application Load Balancer, AWS Network Load 
Balancer, AWS CloudFront (CDN)

Sensor and Agents (hybrid model)

Agent-governed

Sensor-governed

FirewallLoad BalancerSensorAgent Server

About DigiCert, Inc.
DigiCert is the world’s leading provider of digital trust, enabling 
individuals and businesses to engage online with the confidence that 
their footprint in the digital world is secure. DigiCert® ONE, the platform 
for digital trust, provides organizations with centralized visibility and 
control over a broad range of public and private trust needs, securing 
websites, enterprise access and communication, software, identity, 
content and devices. DigiCert pairs its award-winning software with 
its industry leadership in standards, support and operations, and is the 
digital trust provider of choice for leading companies around the world. 
For more information, visit digicert.com or follow @digicert.

Get started today
To get started with CertCentral® Managed 
Automation, please contact your account 
manager or email sales@digicert.com.
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