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Zero-Touch TLS: 
A DigiCert + NetScaler Integration Demo

From Chaos to Control: Automating PKI for Modern Workflows 
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Year-in-Review
CAB Forum Recap
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What Happened?

Timelines for Reduction (Ballot SC-81)

October 7, 2024

Apple proposes schedule for radical 
reduction of certificate lifetime and 

validation reuse periods
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Reasons for Shortening Lifetimes

Web PKI Challenges

• Evolving standards

• Compromised certificates can 
live long lives

• Stringent revocation 
requirements

Automation is imperative

• Humans can't keep up with 
such lifetimes

• Frequent outages are 
unacceptable

• Available standards for 
automation (ACME)
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Impact on Outages & Costs

Expired certificates cause outages

Manual updates are costly

Urgent need for PKI Modernization and AUTOMATION

8X more certificates, 40X more validations will be needed

Massive increase in operational cost, even more outages
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Where Are We Today?

~ 2X per year frequency renewal
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Last Year’s Poll Question Results
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By-The-Numbers: Preparing For 47 Days

34%
of organizations know where 
their certificates are*

*Omdia 2026

The Operational Math

At 47-day certificate validity: 
1,000 certificates × ~7.8 
renewals/year = 7,800 renewal-
and-deploy cycles annually. 

At a 99% success rate, that is 
still 78 failures per year. At 
98%, it is 156.

At current validity periods, an 
organization with 1,000 public 
certificates requires approximately 
2,000 successful renewal-and-
deploy cycles per year.

Manual renewal is mathematically 
incompatible with this new reality.
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PKI Complexity Rising Rapidly in Enterprises

Cloud Workloads

Servers & 
Infrastructure Users & Agents

Web Presence Devices

PKI

100X 
Machine to User Identities

Certificate Management is 
Becoming More Complex

Organizations lack 
sufficient PKI staff

53%
Average certificates 
per organization

256K
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The Need for Automation
Manual processes are no longer sustainable 
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Governed Control Plane, Not Convenience Layer

                        

      

        

           

         

             

        

           

               

           

             

         

        

         

            

               

          

             

           

            

         

        

             

           

        

           

             

       

           

              

              

                             

Automation is not only about reducing administrative efforts
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PKI Discovery
Gain full visibility into all 

certificates and 
cryptographic assets.

Alerting & Reporting
Proactively detect risks 

with real-time alert 
notifications and insights.

PQC-Readiness
Prepare for quantum 

threats with crypto-agile 
infrastructure.

Audit-Ready 
Governance

Enforce consistent policies 
and maintain continuous 

compliance.

Automation & 
Orchestration
Eliminate manual 

processes with end-to-end 
lifecycle automation.

01 02 03 04 05

Where Do I Start?
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Quantum-Safe Cryptography is Here

Quantum computers break current cryptography

Post Quantum Cryptography (PQC) is here

Time to act is NOW, once in a generation upgrade

Aligned with PKI Modernization cycle
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Quantum Countdown

• Initial algorithms finalized → PQC Standards activity accelerated

• Target PQC readiness dates being specified by governments & Gartner

• Short window to take action 

NIST standardized 
initial set of PQC 

algorithms

Gartner: 
Classical crypto 
will be unsafe

NIST/ Some Govt: 
RSA & ECDSA 

deprecated
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Considerations
What’s next?
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PKI Modernization

Baseline 

Build a trusted inventory using 
connectors, scanning and CT 

monitoring.

Issuance

Set up CA hierarchies and issuance 
paths for public and private trust. 

Automation

Plan, prioritize and automate 
certificate lifecycle management 

across your organization.

Discovery, visibility and trust 
baseline

CA design for public and internal 
CA

Automation patterns, strategies 
and readiness



18

Q&A
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THANK 
YOU
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