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Revocation events, decreasing certificate lifetimes, new trends 

in software trust - 2024 was a busy year for certificate life cycle 

management. And 2025 looks just as frenetic, says DigiCert’s Dean 

Coclin, who shares insights on trends to watch and automation 

solutions to investigate in the New Year.

In this video interview with Information Security Media Group, Coclin 

also discussed:

• The current state of certificate life cycle management;

• The possible impact of discussions to shorten certificate lifetimes;

• Changes to code signing certificates and their impacts.
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STATE OF CERTIFICATE MANAGEMENT

TOM FIELD: As we wrap up 2024, how would 

you describe the state of certificate life 

cycle management?

DEAN COCLIN: The state is improving. We’ve gone 

a long way from where we were a few years ago, 

not only in terms of vendor products, but also from 

the way organizations are adopting certificate 

life cycle management. There is a need to adopt 

certificate life cycle management because of 

ongoing factors in the industry like shortening 

certificate lifetimes and quantum computers.

Understanding Revocation Events

FIELD: What are the effects of revocation events?

COCLIN: For organizations using publicly trusted 

certificates - which are governed by the CA/Browser 

Forum guidelines - revocations can happen. 

Whether the issue may be minor - including a 

spelling mistake - or major - such as a threat to the 

ecosystem, a cryptographic change or something 

similar - a revocation event will affect some 

customers at some point in their life cycle. There’s a 

short window - anything from 24 hours to five days 

- when certificates have to be revoked. In that case, 

unless you have a certificate life cycle management 

tool, it will be impossible to try to meet those 

deadlines within the timeline scheduled by the 

CA/Browser Forum. So revocation is something 

that organizations have to be aware of, have to be 

cognizant of and have to be prepared for.

Certificate Lifetime Changes

FIELD: What about the ongoing discussions on 

decreasing certificate lifetimes?

COCLIN: Chrome has been talking about reducing 

certificate lifetimes from their current one-year term 

down to 90 days. Apple has now come up with a 

proposal to reduce them to 45 days by 2027. These 

dramatic shifts in the way certificates are issued 

and managed mean that the only way to manage 

those is going to be with a certificate life cycle 

management tool. The old days of putting calendar 

reminders in your Outlook and sending alerts to 

your cell phone is not going to work anymore with 

these short certificate lifetimes.

“The old days of putting calendar reminders in Outlook and sending

alerts to your cell phone won’t work anymore with these short

certificate lifetimes.”
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Software Trust Evolution

FIELD: What’s the impact of software trust and 

code signing certificates?

COCLIN: Code signing is when you digitally sign a 

code so that the person receiving the code knows 

that no one has tampered with it. It is also done to 

make sure that you’re telling people who developed 

this code and who signed that code. Currently, code 

signing certificates are good for a maximum of a 

three-year lifetime, but there is a proposal to reduce 

those to a one-year lifetime.

That’s not going to affect the code validity because 

all code is timestamped and the timestamp is 

what applications rely on. But it could affect the 

ability of developers to use those certificates. All of 

those certificates have to be on tokens or hardware 

security modules, so having to replace those every 

year could become burdensome. That’s why we 

recommend that developers use a software signing 

service such as Software Trust Manager from 

DigiCert. The certificates are stored in the cloud, 

you don’t have to worry about when they expire, 

that’s all done for you by the service. When you’re 

ready to sign that code, you can upload the code to 

the service or upload a hash to the service and that 

is returned to you fully signed.

Quantum Computing Challenge

FIELD: Is quantum computing arriving sooner 

than expected?

COCLIN: It is. This is a big buzzword that’s been 

going on for quite a few years, but people are 

saying, “Oh, I don’t need to worry about that. That’s 

something maybe in 2030 or 2035.” But in reality, 

you do have to start worrying about it now.

There are a couple of attacks that you need to be 

aware of. One is called “harvest now and decrypt 

later.” This is where attackers could be storing and 

siphoning data from your network and taking that 

data and storing it and saying, “When a quantum 

computer is developed that can decrypt this, I’ll 

have all this data that I can decrypt.”
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Some data that you’re using or passing through encrypted today may not need 

to live that long. It could be data that temporarily needs to be encrypted. For 

example, credit card data, credit cards expire after a few years, so in 10 years, 

those credit card numbers will be useless. But there could be other data such 

as corporate secrets and patents that you don’t want people to know about the 

details of.

What we’re recommending to folks now is that they start getting educated 

about quantum cryptography and quantum-safe cryptography. NIST has come 

up with a bunch of algorithms that they say are quantum-safe. Organizations 

need to determine where they use cryptography. Prioritize those assets - what 

are the ones that need to be encrypted for the long term and should not be 

threatened by quantum computers? Then figure out exactly what your plan 

is going to be to safeguard those assets going forward. Moving to some of 

these quantum-safe algorithms could be the right time to do that, but we 

certainly encourage you to get advice from experts, and we here at DigiCert 

have the capability to help you through that process.

The Need for Automation

FIELD: What would you say is the overall message about automation and 

certificate life cycle management?

COCLIN: Most people manage a lot of certificates that may not be in that one 

department but may be scattered all over the world in different departments. 

A certificate outage would be a major event. It could be an income loss event. 

Think about a website that does online transactions - it doesn’t have to be Target 

or Amazon, it could be a smaller organization, but they depend on their website 

being up. If a certificate expires, that means nobody can get to your website. If a 

certificate is revoked, nobody can get to your website. When they can’t get to your 

website, they can’t make purchases. When they can’t make purchases, your CFO 

is going to notice that.

Get a hold of things, get certificate life cycle management and get comfortable 

with it. If you don’t have it, start talking to folks that can help you automate. 
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One of the things we hear about why people are not 

moving to certificate life cycle management is they 

say some of their systems are legacy and cannot 

adapt to that. Have a new discussion with vendors 

about that because there have been a lot of updates 

and changes in APIs that can help legacy systems 

automate. This is the time to start looking at it 

before your website goes down.

Enterprise Challenges

FIELD: You work with organizations across various 

sectors. Where do you see enterprises struggling 

the most to respond to these trends?

COCLIN: We’re hearing a lot from organizations that 

have government regulations. Think about financial 

institutions or even government entities that are 

not allowed to make changes to their infrastructure 

because of a lockdown period. Someone says, “The 

certificate is going to be revoked in the next five 

days.” And they say, “Five days, I can’t even get into 

the infrastructure in five days, never mind getting 

approval for doing that.”

Having automation that can do that automatically 

helps in that situation. Some people might 

argue they still need approval, but it’s a matter 

of convincing them that automation is the way 

to go and that approval is not necessary there. 

We are seeing challenges from those types of 

organizations. But when it impacts your bottom 

line, those are the ones that are really going to be 

affected the most.

The DigiCert Approach

FIELD: How is DigiCert guiding customers through 

these trends?

COCLIN: From a certificate life cycle perspective, 

we’re making everyone aware in real time about 

what’s going on and the discussions going on in the 

CA/Browser Forum. I’m the incoming chair of the 

CA/Browser Forum starting in a couple of weeks. 

We also have a great team of individuals who have 

been long-time industry experts who chair various 

committees including the validation subcommittee 

in the secure mail working group, and also another 

group within the forum.

These folks are stalwarts in the industry, and we 

try to get that knowledge and get it right out to our 

customers so they know what’s happening in terms 

of things like revocation or decreased certificate 

lifetime, which are the hot topics right now. Code 

signing is also a very hot topic, and quantum 

computing rounds out the list of hot topics. We try 

to inform our customers and then meet one-on-one 

because many customers want more details. We’ve 

had continuing calls to have meetings with our 
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experts, and that’s an area we will continue to address going forward with 

all of our customers and partners.

Looking Ahead to 2025

FIELD: Beyond the trends we’ve discussed, are there any other trends we 

should watch for as we go into 2025?

COCLIN: AI is something that everyone is talking about. It hasn’t been really 

a topic in the CA/Browser Forum except in one area when we validate 

identities. In many cases, we have to do validation of driver’s licenses, 

passports and sometimes a face-to-face video call. With the advent of AI, 

a lot of those things can be easily spoofed. Even a face-to-face video call 

can be faked, and even your body movements and your speech can be very 

convincingly faked.

That’s an area that I think we as the CA/Browser Forum and as certificate 

authorities have to pay extra close attention to in 2025 and beyond as 

AI continues to improve. A few years ago, it was not very easy to fake 

identities. That has changed dramatically over the last few years. I saw an 

article today about fake driver’s licenses and a fraudster was showing how 

they can duplicate the hologram and the barcode on the license and make it 

look authentic.

That’s scary not just for certificate authorities, but anywhere you use those 

IDs - banks, airlines, et cetera. This could be a very scary thing, and this

causes everyone to be extremely vigilant when examining these documents.

“Organizations need to look at where cryptography is used in their 

organization, prioritize those assets and figure out exactly what their 

plan is going to be to safeguard those assets going forward.”
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