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LET'S TALK ABOUT EMAIL



Email Marketing Is Awesome

99% of users check
their email every day |

Active email accounts
are expected to exceed e—— O
4 Billion in 2020 Y

Source: Litmus

Email produces
S42 for every $1 spent —

now that’s ROI!
Shoppers spend
|—° on average 138% more

when marketed to via email
M

Email is 40x more
——e effective than Facebook

EMAIL MARKETING and Twitter at acquisition

LEADS THE ROI )
RACE

4,200%


https://www.oberlo.com/blog/email-marketing-statistics
https://backlinko.com/email-marketing-stats#email-spam-stats
https://blog.hubspot.com/marketing/email-marketing-stats
https://backlinko.com/email-marketing-stats#email-spam-stats
https://www.statista.com/statistics/255080/number-of-e-mail-users-worldwide/
https://litmus.com/blog/tips-for-marketing-leaders-the-proven-tactics-to-improve-email-marketing-roi

But There Is Room for Improvement

3%

OF ALL EMAIL ATTACKS FOCUS ON BRAND IMPERSONATION
(LIKE SUPPORT@YOURBRAND.COM)

ANOTHER 6% ARE IMPERSONATION OF PEOPLE
(LIKE YOURCEO@YOURCOMPANY.COM)

8%0

OF THE PHISHING EMAILS BLOCKED BY GMAIL TODAY ARE
NEW VARIATIONS THAT WERE NEVER SEEN BEFORE

CONTENT FILTERING ISNOT ENOUGH TO PROTECT YOUR
BRAND’S REPUTATION

B Blocked

Source: https://security.googleblog.com/2019/08/understanding-why-phishing-attacks-are.html

Bl Inbox



mailto:support@yourbrand.com
https://security.googleblog.com/2019/08/understanding-why-phishing-attacks-are.html
mailto:yourceo@yourcompany.com

So How Does Modern Phishing Get Through?

)%

Evade content
filtering

Constant
permutations to
fool Al/ML

@e
Evade the
mail receiver

Staying ahead of
the denylist

=

Deceive
the user

Using social
engineering



What do LA
modern phishing 0,0

attacks have
. They all have
in common? fake sender identity




And how do

you verify the %

sender's identity?




But You Cannot Lead with Your Brand in Email

° Yelp <notifications@yelp.com>

Subject: Earn Cash Back. It's 100% Free.

[ |

Hey Beth, You can get up to 10% cash back when dining at
thousands of participating restaurants. All you have to do is link
your card by clicking the button below and start using it at
participating restaurants to get cash back!

12:24 \ ® ‘.u : E)
= Search mail DH
PRIMARY
2 Health Insurance Julie
. Your Medical Bill Confirmation
Check your new statement and.. e
Entertainment News Jul16
Top 10 Summer Fun
Top things voted best in your area... Y7
Rideshare 16
Avoid Weekend Traffic
Special 20% discount code... A
lS Credit Card 16
Complimentary Credit Check
Protect your identity, check your ¢
score...
Reservations 2116
It's Too Hot to Stay and Cook
Make a date this weekend and save... vy

- —

Trusted Bank

Your statement is available

Sign in to view your June statemenp I



Which is Where VMC Comes in...

BRINGS BRAND FRONT AND CENTER, LIKE: WHAT A VMC CAN DO YOU FOR YOU..

Blue checkmark on Twitter VMC - A digital certificate that certifies the

authenticity to display a BIMI logo.

Verified Badge on Instagram
BIMI - Brand Indicators for Message Identification

WITHOUT VMC WITH VMC

f
12:244 wl T

= Searchmail DH

Comcast
. PRIMARY T -:wmcasucr!gfn
9 Yelp <notifications@yelp.com>

Wix

[ |l

Credit Karma
Free Credit Check

"
What's new from Wix
New Wix features - new app... e CNN
@ The Great Barrier Reefl
Australia’s great national wonder
- , o
Subject: Earn Cash Back. It's 100% Free. Yem
See Summer’s Top 10
Top things voted bestin your area...  ¥¥ Groupan @ Groupon )
Get"Em While Theyre Hof Get Em W‘h'eﬁfv - Hot
UBER
Baby you can drive my car
Drive for Uber and get 2 20% bonus... ¥¢

Is your credit safe? Check your score ¥

Hey Beth, You can get up to 10% cash back when dining at today
thousands of participating restaurants. Allyou have to do is
link your card by clicking the button below and start using it
at participating restaurants to get cash back!

penTable
Get more out of life. Dine out.
Bock this week and save... Yr

® 0

4
=
8=
°

c

R

3

w

artner Survey
As a valued partner, we'd love your
feedback +

Implementations will vary by mailbox provider



%

Email Security
(via DMARC)

- Improves accuracy of
spam blockers

- Reduces instances of
spoofing / phishing to
your customers

Brand
protection

« Control over how brand

logo is displayed globally

- Helps users identify which

emails are from “fake”
senders

Increase Email
Performance

Increase in email
deliverability rates at
DMARC enforcement

Increase in email open
rates when a logo
is displayed




IMPLEMENTING VMC



Verified Mark Certificate (VMC)

A Verified Mark Certificate (VMC)
is a digital certificate that certifies the

ownership to display a BIMI logo. A VMC:

() Allows corporate logo to be displayed pomt ") S
next to email “from” name

() Promotes the adoption of @ e sarer
DMARC enforcement

() Drives millions of brand impressions

O *BIMI & VMC support planned for Gmail,
Yahoo Mail, Verizon"




Implementing VMC: 6 Steps

Setup SPF (Sender Policy Framework)

Setup DKIM (DomainKeys Identified Mail)

DMARC (Domain-based Message Authentication, Reporting & Conformance) must be setup at the enforcement
level (either “p=quarantine” or “p=reject”). (no pct<100) DKIM and SPF must be setup for DMARC to work.

A BIMI (Brand Indicator Message Identification) record

A registered trademark brand logo in SVG Tiny Portable/Secure format

Purchasing of a VMC from DigiCert (authorized participant of the BIMI | Authindicators working group)




DMARC INTRODUCTION

What is it, how it works and its benefits



DMARC makes CMOs and CISOs Into BFFS

| SECURITY BRAND REPUTATION
@) - Anti-phishing @ - Increased deliverability
- BEC prevention - Improve Reputation Score

IT TRANSFORMATION ~ RISK & COMPLIANCE
- Migrating to Cloud {]3 - Lowering cyber insurance costs

Compliance & Privacy (GDPR)

Eliminate Shadow IT




The Path to VMC: DMARC Enforcement

O  Domain-based

C) M essage SPF Allow List
. . QO 495.33.285.4
O Authentlcatlon - _> O 983.23.7628 >
IP: 172.16.254.1 @ 172.16.254.1
P Reporting and S
Email is sent O 734.55.8347 Only verified mail

is received

O  Conformance

Sender IP is checked against
At a glance: SPF Allow List

Sender's email signature

DMARC is an open email standard that s verified using DKIM

ensures only authorized senders can use
your domain in the From: field of their
email messages.




How to DMARC? DIY or 3" party

VALINMIAIL

Test another domain. yelpicom

THIS ASSESSMENT IS BASED ON:

AUTHENTICATION STATUS FOR DECEMBER 23, 2019
DMARC Enforcement SPF Validity CHECK YOUR

DOMAIN IN SECONDS

Valimail is providing enhanced visibility and managed
I enforcement for emails sent from this domain.
yelp.com

Current DMARC Record: valimail.com/digicert

v=DMARC1; p=reject;
rua=mailto:dmarc_agg@vali.email,mailto:

is protected against
|mper50nat|0n attaCks ruf=mailto:dmarc_fr@yelp.com; ri=14400

VALINZAIL

dmarcfyelp.com;

DMARC (Domain-based Message Authentication,



http://valimail.com/digicert

BIMI INTRODUCTION

What is it, how it works and its benefits



Brand Indicators for Message Identification (BIMI)

A protocol that standardizes handling of Brand Indicators industry wide

What does BIMI accomplish?

« Give control of brand logo in the inbox
to senders

» Authenticate logos so only you can use
your own logo

* Provide brand impression as a reward
for authentication

* Provide aricher inbox experience

How to BIMI?

Ensure you have a registered
trademark for your logo

You must have DMARC at enforcement
Provide correct SVG format for logo
Publish your logo to your web server
Add a BIMI record to your DNS




Pilot Support for VMC: Mail providers that work with VMC

Supports BIMI Considering BIMI Does not support BIMI

N S\ YAHQOY
vn%i(z’%n“ Aol. COMCAST
DNetscape

M Gmail E2SNAM.CS @ Outlook
Go g'e S B® Microsoft {

Google

ffice 3
Workspace 1] Office 365

+ Pilot program in effect, only invited brands can participate

(@ Fastmail { 2 Pobox

* All product and company names are trademarks™ or registered® trademarks of their respective holders. Use of them does not imply any affiliation with or endorsement by them.
** “Supporting providers” in pilot may have limited features or support and may not be available to all domains.

**% “BIMI Planning” providers have not shared any support timelines at this time

**%% "Providers not supporting BIMI” may have other logo services available

Last updated: March 2021



CNN: The first to reap the VMC benefits

Valid DMARC
record found

DMARC policy: reject

You are getting the best BIMI
coverage possible

BIMI logo is valid
Certified brand logo found

12:24 v l i}
= Search mail MH
PRIMARY
Hozzby Jul 16
What's new from Hozzby
New Hozzby features - new app... i
CNN news Jul16
Your Newswatch service has expired
Update your billing information... D¢
CNN news Jul 16
The Great Barrier Reef
Australia’s great national wonder... S
Qatello Jul 16
Baby you can drive my car
Drive this car and get 20% bonus... D¢
& Gallery Jul 16
Get ‘Em While They're Hot
Craat deale nn all nrinte and frameaed N



Questions?

Get Started with VMC V/\ I_l M /\l I_ | BlMl

DigiCert VMC Blog* valimail.com/digicert bimigroup.org

Or email us: contactus@digicert.com

*www.digicert.com/blog/category/verified-mark-certificate


https://www.valimail.com/digicert
https://bimigroup.org/
https://www.digicert.com/blog/category/verified-mark-certificates

THANK YOU

CONTACTUS@DIGICERT.COM



