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CERTIFICATE TERMS OF USE
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PUBLICLY TRUSTED S/MIME CERTIFICATES
AHICETE S LB S/MINE SEFAS

1. Scope and Purpose

BERAEEKRUVEN

Short version: These Terms apply only to DigiCert’s publicly trusted S/MIME certificates. They
incorporate DigiCert’s Certificate Policy and Certification Practice Statement (CP/CPS) and
reflect industry standards (like the CA/Browser Forum S/MIME Baseline Requirements and root
store policies such as Mozilla’s) that apply to publicly trusted S/MIME certificates.
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These terms (“Terms”) apply to publicly trusted S/MIME certificates issued by DigiCert or its
affiliates. They do not apply to TLS/SSL (browser-trusted) certificates, private/internal S/MIME,
code signing, document signing, or EU qualified certificates. The Terms incorporate the DigiCert
Public Trust CP/CPS (the “CP/CPS”), available at https://www.digicert.com/legal-repository/,
which together with Terms sets forth how S/MIME certificates are issued, managed, and revoked.
These Terms reflect the policies and requirements established by the CA/Browser Forum S/MIME
Baseline Requirements available at www.cabforum.org/working-groups/smime/documents/
(“Baseline Requirements”) and applicable root store policies (e.g., Mozilla, Microsoft, Apple). As
a Certification Authority (“CA”), DigiCert is obligated to abide by these industry standards,
including promptly revoking certificates when required, without exception.
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https://www.digicert.com/legal-repository/ & AJBE7 DigiCert Public Trust CP/CPS (LLF [CP/CPS |
EwvwWnwFEFT) o —BEBRKL E T, XK IE . wywcabforum.org/working-
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2. Use of S/MIME Certificates
S/MIME SEERZE D FI A

You may only use DigiCert S/MIME certificates to secure email in connection to signing,
encryption, and related client authentication. You may not use them for TLS/SSL web servers,
code signing, document signing, or other unrelated purposes.

BEKIZ. BL. BEAERN IS4 7 bR DEETCEFA— L EZRETEE-DICORTSH—
b S/IMIME SERRZ%#FB 35 Z &N TEE T, HERRIL. TLS/SSL, Web H—/N—_ a— FH A1 =7
R¥xaxXv b AZ v I RIEZOMOERGREBNICT Y — F SIMIME SEFAEA2F BT 22 &£ 1E T
EHA,

Permitted uses:
HEINBFBAE

¢ Signing email to authenticate the sender and message integrity

EEERVOA Y-V OBREUAERITI/-DICEFA—IVICBLTEHIE

e Encrypting email to provide confidentiality
WA TR T 27-HICEF XA —ILEESTEHI L

e Client authentication, if consistent with the certificate’s extensions and policies
0747 bR GEBEOHSRFRUVRY ¥ — & —HT 255

Prohibited uses:

BiEEInsMBAE

e TLS/SSL (web server authentication)
TLS/SSL (Web Y —/N3BEE)

¢ Code signing or document signing (unless specifically designated)
A—FHAZV I RERFF 2 X b HAZ27 EFITRBEDORVERY)

¢ Anyuse outside the intended scope
BERENnI-#ENDBH 5P B F A

Using a DigiCert S/MIME certificate for a prohibited purpose is grounds for revocation (see
Revocation section below).

BUESN2BNTT VY — F SIMIMEGEBREZMAT 2 2 L. RPOBRPELY 9 (RP&REZ
BH),
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3. Requesting a Certificate
SERRE D ER

Short version: When you request an S/MIME certificate, you promise that the info is true and that
you’re authorized to request it for the email address/domain and (if applicable) organization.

BRR © HERDS/MIME GIHZ 5 Z KT 5 & &, HE5KIL. BHRIVEETH S EHIICEFA —
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When requesting a certificate, you must submit accurate, complete, and truthful information.
This includes the email address, organization details, and any other data required for issuance.

SMAAEAERT D & &, BEFIZ, EfE, B2 2EEDFRZRE LA ITNIERY A, HlEL
T, BFA—ILT FL R, BB EFERBEBEEVCZDMOEITICHERT—XPEITNE T,

By requesting a certificate, you represent and warrant that: (a) you have lawful rights or authority
to use and control the domain names (and any organization name or personal names, if
applicable) listed in the certificate request, and (b) your certificate request and intended use will
not infringe upon the intellectual property or legal rights of any third party. Misuse of the
enrollment process or providing any false, misleading, or unauthorized information is a material
breach of these Terms. DigiCert will deny any certificate request that violates these rules, and any
certificate issued on the basis of false or misleading information may be revoked
immediately.

MREABERTDHZLICLY, BEKIE. ROZBICBIT2FEZRAL, INEZRIELET : (a)
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4. Verification Before Issuance

FATRIRELE

Short version: DigiCert will verify control of the email address (or domain), and for certain
certificate types will also verify the individual or organization.

BRI 72— Rt BFX—NT LR (RIE X1 >8) DEERDEEFRIFL., FEDE
FBDFFHHZICZ D0 Tlt, TIANXIZHBIC DO THRAT S 5DE L F T,

Before issuing any publicly trusted S/MIME certificate, DigiCert will perform the required
validation steps in accordance with the CP/CPS and the Baseline Requirements. These include:

NHICEBEIND SIMIME GEBBEZ H1TT 281(1C. 7 — b IE. CP/ICPS & U the Baseline
Requirements ICt > T ELRAFIEZEHEIT2HbDE LET, ZOFIEOHE LTIE, ROELDA

HIFonEd,
¢ Mailbox-validated (MV): DigiCert verifies control of the email address to be included in
the certificate. This may involve sending a verification email challenge, requiring a DNS

record for the domain, or other approved mailbox control methods. DigiCert also checks
DNS CAA records for any “issuemail” property that permits or forbids issuance.

A=Ky 7 RFEE (MV) @ TYH— ML, SAEOFRICRBEINDIEFA—LT FLRD
ERBERIALET, ZORIADOPIE LTIE, RIAABFA—LF v LU IDKE, FXAV
DODNS L O—FOERNIEZDMDAERINDE X —ILiRy 7 REBRIIFENZEITONET,
Fro. TV —ME BITEFILXIEEIET 2“HITA—IL"7H/8T 4D DNSCAA L 01—
FzwERL £,
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¢ Organization-validated (OV): In addition to email control, DigiCert verifies the
organization’s legal existence, operational status, and authority to use the email domain.
This may include checking official registry records, performing address and phone
verification, and cross-checking third-party sources.

HAREEREE (OV) : BF X —ABHEICMA., TV — b, BROENEE, EZ2RIRVE
FA—WEXAVOFBEREZRIL X, TOFlE LTIE, ANAZEDRHEOER. FTE
WROBFERIEDOEERUVE=EDEFERE DBENEITONE T,

e Sponsor-validated (SV): DigiCert validates the email address and confirms that the

organization has sponsored the individual certificate holder. The sponsor organization
must be verified and must designate the applicant.

RARVY—EREE (SV) : T — bl BF A LT RFL XL, EEHAEADIBRE
BREEDODAR Y —CEHh->TWBIEAERLET, ARV —HEBIIRIIA=IT/1-5 2T,
HEEAELLAITNERY FHA,

¢ Individual-validated (IV): DigiCert verifies the natural person’s identity, typically through
a government-issued photo ID, notarization, or equivalent method, and verifies control of
the email address.

BAZREE (V) ¢ 7Y — hE. B8, BURRTOSEMN E G9HRE. RIEXIERFEDHE
CKVEBEARAANDBTERIEL, BFA—LT FLXOEBEZ®RIL £,
If DigiCert cannot complete validation to its satisfaction, it will not issue the certificate. DigiCert
may also decline issuance if there is a risk of fraud or non-compliance with industry standards or
its processes.
TOY— AR ZOBBEOVWK LS ICRIAEZT T TCERWES, TV Y — MIEAEEZRTLAVLEOD
ELET, £/ 7VY - ME. FRNEERABBE LEZOFREONETOBEZNDLH D54,
HKITZEESTEEHDELET,

5. Registration Authority (“RA”) Representations, Warranties, and Indemnity

28/ (“RA”) DR, RIARVHAHE

If your organization acts as an RA, you represent and warrant that:
BEROBEBO RAZHED 2555, BEKRIE. ROESITBIT2FEEZRAL, CNERIELET

a. You will perform all identity validation and certificate request functions in full compliance with
the CP/CPS, Baseline Requirements and these Terms;
BEERIL. CP/CPS . Baseline Requirements &k A ICTER ICHEYL L 7 AR AR EE K UV EFBRE B 5k

BEEITNTERIZHDOELET

b. You have trained personnel, implemented appropriate background checks, and maintain
secure infrastructure to fulfill your RA duties; and

BERIZ, BEEAHBE L, ULV I T RFoyv I 2FERmLTEY ., BEFEORAELTD
EXABETT2-00F 2 7 HEBRAZFEREFLTVWET ; KT

c. You will maintain accurate records and support audit rights as required under the CP/CPS and
Baseline Requirements.
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BERRIE. EERTHREZHFF L. CP/CPS & U Baseline Requirements (CEDEERIN B EEE (T
BesHnELET,

You agree to indemnify, defend, and hold harmless DigiCert and its affiliates and their respective
directors, officers, agents, employees, successors and assigns from any claims, damages,
losses, liabilities, or costs (including reasonable attorneys’ fees) arising out of or related to your
acts or omissions as an RA, including without limitation: (i) failure to perform identity verification
in accordance with the CP/CPS, Baseline Requirements and these Terms, (ii) issuance or
misrepresentation of certificate information, or (iii) unauthorized use or disclosure of private keys
or applicant data.

BEKRIE, BEERDORA L LTOERELIITMERICERT 2 XIIEET 2 H LW ZHMILT, BEF
EEEE, 1Bk, EBXIIERA (BENGAELERZEAXXT) 20T, 7YY — FRUZOBER
KL RICZDZENETNOREER., ®E. REBA RREE. ABARVEZAZHE., BHELKEUR
BEITHILICBERBLET, BEKD RA L LTOEANIETMEAICIERDESICIBIT2EREEHE
TH CHNICRETSHDTIEH Y FHA : (i) CP/CPS. Baseline Requirements & ONAIRHI 1ZHE - 72
RNRIEDOARERE, (i) EAEEROFITIIAERR. XF i) WEREL ZHAET—2D
AIEFAXIEAIERT,

6. How Long Certificates Last

SERAE DA EAR

Short version: Certificates have limited lifespans. The maximum allowed is 825 days (about 27
months). You must replace them before they expire.

BEWhR : AFEDEIEI L o TWE T, FEINBEERAEIL825 H (#7127 »°4) T,
BEERIL, AED B TICL YT I BEIICAFEEZANER LI LT Y FHA,

Publicly trusted S/MIME certificates expire after a limited time. As of now, the maximum validity
permitted under the Baseline Requirements is 825 days. Industry practices may evolve to require
short lifecycles in the future. DigiCert may offer subscription terms for convenience, but
certificates will still be reissued at industry-mandated intervals.

NHICEFE SN D S/MIME SEAZE B —EHHERICAEHRB T ICL VKT LET, BRRTI, the
Baseline Requirements (CE D ZFAIN 2 RREWIAMIL 825 HTY, EROEITIL. HREHOE
SR BRI 2 ARAEN>TWET, TV — MIRBEOEVWY T2V 7Y a3 v EGFERE
TEEFIHN, ZNTHRIFIYIARZEERICL > CEHE T ONZABRTHEETINI DL LET,

It is your responsibility to monitor the expiration date of each certificate and to obtain and install
a replacement certificate before it expires. If a certificate expires, any systems relying on it will
show errors or fail to connect securely. Expired certificates must not be used. Continuing to use
an expired certificate is unsafe and violates these Terms. You should plan to remove or replace
certificates promptly upon expiration.

ZAEOEMHEE THZER L. SBRENEVHARB TICK VR T I2R1ICRERREZRIE L
AVRAI—LTET L, BEROERETY, AAENEMDHEBE T ICL VKT LHE. (EREIC
KNG 2HODEVRATLIELT —2RKTTDNXIELEULAETERTI DI EIEITEELELA, B
HEUNOFERZFEFFMABLTEWIT XA, BUBEBEVINOIERAEZME L THABTS 2 & I3ER
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T, AEWICERL £, BEKRIE. BYRARG TROLEREOREIIABEZFELTEL» LTI
EWiFEHEA

DigiCert strongly recommends using automation (such as CertCentral® APls, Trust Lifecycle
Manager, or other automated tools) to handle renewals and replacements.

T —bME, BEFARVOABZAET S0, BBt (X I1X. CertCentral® API, Trust Lifecycle
Manager X [ Z DD BEMLY —b) ZFAT 2 Z & 2@ <HEREL £,

7. Your Responsibilities as a Subscriber
BTRIFANR—ELTOEEHRDER

Short version: By using or applying for a DigiCert S/MIME certificate, you promise to uphold
certain obligations. In summary, you must (a) provide accurate information, (b) protect your
private key, (c) review and accept the certificate’s contents, (d) use the certificate only as allowed
(for the validated email address and in compliance with law and policy), (e) promptly request
revocation and cease use if the private key is compromised or if any certificate information
becomes inaccurate, (f) stop using the certificate (and its key) upon expiration or revocation
(except that you may retain the key solely to decrypt previously received mail where permitted),
(g) respond promptly to DigiCert’s inquiries about security issues, and (h) acknowledge and agree
to DigiCert’s right to revoke the certificate when needed. These obligations are derived from
industry standards that all subscribers must follow.

B T — F SIMIME GFIZFFFT B0 RIZTELAL S EICL Y, BEERKIT, HEFTDE
BEFSIELEML ET, BIITHIL HEHKIZ. @) EBLIEREEHEL. b) EEFEORERE
REL., (c) AFFEDHARZEE., F#E L. d) BHLONTVLBEEY DAFHEZFIHFL (GRAFE
NIEBFA—NT FLRIZDNT, 20D, FRROIF Y —I2{E>T). () BERD BN L /-5
BRIt VTN AFZIEHDTIERE 20> B E. BHICEEEK. FIFEFILL. F) B
Dl TRITZEZ 76 > T, GFHE (ROZFDE) DFFEHI L (UGS X —ILEEE TS
TeDICDBEEHDREMIFTES S LEHE), @) tF2 V71 FHEICEHT STV —FCLS
RN L TEBICIKHEL, BTF (h) SZEIC5 CaFHZEZXS 5 71— F OWEF & &7
CHICEEL GITAIEE Y EF A CALDEEIL, TNTDY TR ZAN=DWDLLINIILE 5
L WESFBFICHF L E T,

As the Subscriber (certificate holder), you have important obligations to ensure your S/MIME
certificate is used securely and in accordance with these Terms, the CP/CPS, and applicable
standards. You hereby represent and warrant to DigiCert and to the Certificate Beneficiaries
that you will do the following:

Y727 TA41— (GEAEREE) & LT, BEKRIE. BELKRD S/IMIME SEFAEAN L5 ET. D
D, KK, CP/ICPS RUEARINLMEICH > THHAINS L 2BERIHIEZLEBZE>TW
9. BEHKIE, T, TUY - FRUVASEZHEFICHL, ROBJICHBIF2BEZITI L %Z
FKHAL. ChZHERIELXT,

a. Accuracy of Information. You will provide accurate and complete information at all times in
your certificate request and in all communications with DigiCert related to your S/MIME
certificates. You will promptly update any information if it changes during validation. If any
information you provided becomes outdated or incorrect (for instance, if your legal name,
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organization name or address changes, or you cease to control or lawfully use an email address
included in the certificate), you will promptly update the information with DigiCert or notify
DigiCert of the change.

EHROERYE. HEKII. BEHROIIAZTERICEVWTLCICEERD S/MIME SERAEZ(CE8E TS T
DH—PLDITRTCOEFEKICENT, BICEETTEEABRERBET2b0E LET, BEKIZ, &
AFHRERICWINNBERNIEREINIGE. EBLICBEREZBFIZLDELET, BREELNT VY

ICR LR L7ZWITNDBEBRIRIFITCRL BT AR EREICA - 72155 (BIZ X, BFEK
DEEL, BEROEBOZAIXIZERAZEDL DD, £IEBERNEASICEHINIEFA—ILT
FLZOBEEBXIGEELFBZFIELAEES). BEKIE. ELICTYP Y- MIBEHRINTWLWEER
BT ED, BEREET VY- MIBHNTHHDELET

b. Protection of Private Key. You will securely generate your certificate’s private key using
trustworthy systems and strong cryptographic standards (at least a 2048-bit RSA key or
equivalent-strength ECC permitted by the Baseline Requirements). You must keep the private
key confidential and under your sole control at all times, using measures sufficient to prevent
loss, disclosure, or unauthorized use (e.g., strong passphrases, secure keystores or tokens,
appropriate device and account controls). You are responsible for retaining access to private keys
used for email decryption so you can read previously received encrypted messages; where
permitted by policy and law, maintaining a secure backup/escrow for decryption keys is
recommended. (Do not share your private key with third parties except as allowed by the CPS,
such as through an approved enterprise key management mechanism.)

MERORE., BPEKRIE BETCEZ2VXTLROBEOESLRE (A< LD the Baseline
Requirements IC & Y 5FA I3 2048-bit RSA X IIFMAEOIEMAMIRES) 2FH L Lee2kRA
ETHBEROMBERZERTHIHDOELET, BREKIE, TR RENIIAEANBZHLET 5729
THENEEZFL T, MERZWEICRITL, BILBEROEMOBEETICENRITNIZRY FEA,
BEFKIZ, UEIRELEESEA vy V2RO ENTED LI X —ILOESICH BT 2EH
ANDT IR REHRTHILICOVWTEREZBVET ; R —RUERBICLYHFRINIHE, &
SUBDI2DDRERNy Ty 7/ TRV A—%RFT D EMHERINET, (FIRIETERIN
Iy =774 AREVBEBRE CPS ICLYRDOONDBEERE, BEROWEREZE=HL
HELAVTLEEL,)

c. Acceptance of Certificate. After DigiCert issues your certificate, you will review the
certificate’s details (such as the subject name, rfc822Name email address(es), and any
organization info) to ensure all information is correct. You will only use the certificate if you have
verified that the data in it is accurate and you accept it. Using the certificate signifies your
acceptance of it. If you find any inaccuracies, you must contact DigiCert to revoke or reissue the
certificate before using it.

SERAEDRIN. T — POBRROIEAEFLHKIT LR, BERIE, IXNTORRIEETHS
TR T Do, AAZEOME BIRIE. Y727 b rfe822 &, BF A —IL7 ML X i
BHAL) 28BEBET2bDELET, BERDVEREFRDOT — XD EMTHSL I EEZRIELBD Y
PERNARZT RN L 72RICOA, BERIIARELZNATLZ2b0ELET, AAZEZFA LIS
B, PERIFAEREZRNLLDDEALINE T, BERITEELBEREZER LB, BEK
E. BEREORYXITBRETICONT, SBELFERISENIICT Y — PAER LTS,
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d. Use of Certificate. You will install and use the certificate only on your own email clients,
devices, and systems (or those you are authorized to operate) that send and/or receive mail for
the validated email address(es) listed in the certificate. You agree to use the certificate solely in
compliance with these Terms (including the CP/CPS). The certificate must not be used for any
purpose other than its intended scope (i.e., email signing and encryption and related client
authentication) and must not be used for server TLS/SSL, code signing, document signing (unless
explicitly profiled), or any other out-of-scope use.

SEFREDFIA. BEKIE. ERFICTHINARIEFABTF A —LT FLRTX =L EXRERD/
NIEZETH2ECODEFA NI TAT Y M TRARROYZAT L (RIEBRENERIERZET
2b0) DA, FAZEEA YR b= L, FIBTI2bDELET, BEKRIT. FRE (CP/CPS %
B0) RS TOHAELZMAT 2L ICRBLES, ABREFEPERIERERZEI LV LD
BBV ATLICHEAALTCEAE LT, BEKRIFIAAZEOER I NIZHEUNDO VWAL DL BERICDONT
LAFAEZMALTIEAY £8A (L Web PKI GERBEOFAFREZSR), SAEFZOBERIN
HEEUNADOWN R BN (THhbb, BFA—NMADBELRUESILCICEEES 74 7 > F R
ICOWTHIALTIEARST, T—/"—DTLS/SSL, A—FH A =2 F FFaxrv P A= (K
7874 —EEINTUAVRY) XIEZ0oBEAFBICOVWTEFALTERY £2A,

e. Reporting and Revocation. If you suspect or become aware of any actual or potential
compromise of the certificate’s private key, or any misuse of the certificate (including phishing,
fraud, or other unlawful use), you must immediately notify DigiCert and promptly request
revocation of the certificate. Similarly, if any information in the certificate is or becomes false,
inaccurate, or misleading at any time (for example, an email address is reassigned/retired or
organization details change), then you must immediately cease using the certificate and
promptly request DigiCert to revoke it.

BERUVERY. PERNIEAEOWERORERE L ITBEMNRBEIACXIZFEAE OREFNHOLE
BOBHDHDNITH - T28HE, BREERIEIBEHICT VY — MIBML, BOHICHRAZEOIMEZEKRL A
IiEi ) £ A, RERIC, WOTHIEBEFOVLWITNABFERNELLAVWHARIFEL L BLAR>T
HBE. NEEDXIIAERICH T35, XIFERZBIDNXITERBREZBL LD ILh-T5R. €D
EEIE, BEKIL. BHICHIBREOMBZELEL, BONICHEREORDEZ TS —MIEHFTDH
DELET,

f. Termination of Use. If a certificate is revoked for any reason, or if it reaches its expiration date,
you must promptly remove the certificate from all systems and cease all use of the certificate
and of that private key for signing or presenting trust to relying parties. Using an expired or
revoked certificate for any purpose that asserts ongoing trust is strictly prohibited. For the
avoidance of doubt: retaining the private key solely to decrypt previously received email (or for
lawful archival/records obligations) is permitted where allowed by policy and law; you must not
use the key to continue signing email or to otherwise circumvent revocation or expiry.
FADEL., REPBHOMMFICAN DO TRMINDHE. XIFFRAEN T OEIEGE T H
ICETBEA. BRER. BEONCTRCOVRTLNSERBLER L, FRER VB LK
LEEHICEEZEEIZ7.OOUBEROIAZINTELLLTNERY FHA. BRHHBYINDOX
IERMLUEAE 2 N A EBEEZRXF LT IVWNLZ2BMICHERT 2 Z L IFBICEEINE T,
FEETHISEDICITET S L. R —ROEEIC ROLNZHE, UAIRELEX—LEE
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ST RHICDHR (RIFELLRT/BHEEBOLD) WEREZHIS T EVTEINET 1 6
BRRIE, BFA—NICBR TS L 2itiin T 570 XIEZ DD FETRINXIZB IR T 1S
BT BT 570l EFMBLTIEEY FHA,

g. Responsiveness. You will respond promptly to inquiries or instructions from DigiCert
regarding your certificate or its related key. Timely cooperation may be critical to mitigate security
threats or to comply with industry revocation requirements. Failure to respond to DigiCert’s
security inquiries or directions in a timely manner constitutes a breach of these Terms and may
result in certificate revocation.

BE. BERIE. BPEKROMBEELLIZZOBET Z2RICETEZT VT — b o DBEXILERIC
RONICINETDHHDE LEY, BROBAHIE, X2 VT4 LOBEZERL, XIFERIDEH
ZEFTH-HDICELOTEELRDIENHYET, TV —bDEF2VU T4 LOBEXITER
ICEBFICIDE LABEWSE, AENOERERY | SABOXMELRD ZENHY £,

h. Acknowledgment of Revocation Rights. You acknowledge and accept that DigiCert, as a
Certification Authority, has the right to revoke your certificate at any time, without prior notice if
you violate these Terms, or if revocation is required to comply with DigiCert’s CP/CPS, applicable
law, or industry standards. You agree that you will not object to or impede such revocation, and
you waive any right to seek damages or remedies against DigiCert for a revocation conducted in
accordance with these Terms. Industry standards require CAs to revoke certificates on short
notice (for example, within 24 hours for certain critical incidents and within 5 days for other
enumerated events). You acknowledge that DigiCert must adhere to these non-negotiable
timelines and agree to act accordingly in such events.

RMEDER., BEKRIL. 7OV — A RAB/E LT, BEEAPERRWICER LZHBEG. XETY
H— D CP/ICPS, BRAXIIERBIEZETIT DOICKRMPRELRGE. FFBAABEERD
MAEZ VWO THERNSIEIENZET DI EZ2AR L. INEABELET, BRI, HEZEMIC
BEAEZIXE T, AN > TRBEBIN 2RI T 2 EBEBEIIRFEEEZ TV — b
IS LKRDDHOWHEFNEREST D EICBBLET, Tabait, EFRBRICHK O BEICAHZZ
EHSELINIEL LW EDBYET (BIFEISEE, BEBEDEKDHI LA > >T> FoDb
Tid 24 FFRTUA, &0%@@@/~yﬁxoufu55a%m.ﬁg&u\fy#—ﬁ#:wxﬁw
DL D EETF L LI HIEL OG0T EERF L, ZFANR MEEOWTIAFRICE LT T
BIEILEELFT,

8. Revocation (When and Why)
&% (FFEARUIER)

Shortversion: Some events require a certificate to be revoked before it normally expires. DigiCert
must act fast to protect security and comply with industry standards. You are required to help and
must not impede revocation.

BRI : —BBDA N> ) TIE, AEPHE D ERE G TICL VIR T BEIIC, AFHEE L S ¢ B E
DBYES, TVt tF2 VT FREL, EFRREEETFTEDICEFRLSTEL LI
3% EA, BEWRICIXZIET SHEBED DY, KEHIFTIEL Y EFHA,

In some cases, you must request revocation (for example, if your private key is compromised or
you no longer control an e-mail address). In other cases, DigiCert must revoke a certificate even
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without your request, often on a short timeline. These revocation obligations are non-negotiable
and required by industry standards, including the Baseline Requirements and applicable root
store policies (e.g., Mozilla Policy). The following timelines apply.

—HoHEe, BEKIE. RMEERLATNERY FEA B2 &, WERELERLLINE
BNIEIBERENPBEFA LT FLRZERB LEL E-THE), ZOMDOIGE, 7V —Mi. B%
BROERNRCEH, ZLDFA, ﬁ%@?ﬁ%iéiﬁéﬁﬁﬁﬂuﬁUiﬁhoZ@%%%%
HDRH (L7 < the Baseline Requirements FONBERA I NS IL— X TR > — (HIZ
Mozilla Policy) Z BT ERBEICL Y ERINZ LD TY, RITBIF2HPEAIMERINE T,

Revocation within 24 hours (required)

24 R DK (7H)

DigiCert will revoke certificates within 24 hours if any of the following occur:
T —bME TROWTNMABRIELC/HE 24 BFERURNICIERZ 2RI 20 LET

a. You requestin writing that DigiCert revoke the certificate.
BEEN TYY—IPIRELZRN TSI L2 EBMTEKRLGE,

b. You notify DigiCert that the original certificate request was unauthorized.
BEEN., BYOAAEERNABINILOTIEAWI 2TV — MIBA L7256,

c. DigiCert obtains evidence that your private key has been compromised.
T — b BEROMEBRLBIRLINT LD E AF LG,

d. DigiCertis made aware of ademonstrated or proven method that can easily compute your
private key based on the public key in the certificate.
TIUY— A BAFEICEHINILOARICEIY BEROMEBER TR ICFHETE 2FEIX
WFRERB S M=% & - =355,

e. DigiCert obtains evidence that the validation of domain authorization or control for any
subject identity information in the certificate should not be relied upon.

TIUY— A BAEICEEHINEERERINERICHRD XA VERXIIEROZIEA K
T&LT’\gf if&b\nﬁ}kéj\i L/fx.. %Elo

Revocation within 5 days (required)

5 BUAD XS (&7R)

DigiCert will revoke certificates within 5 days if any of the following occur:
T =M, TROWITNABEANELZHES HURNICAIAZTZEAMI 20 E LET !

a. The certificate no longer complies with required technical standards (for example, its
cryptographic or key size is no longer allowed under the Baseline Requirements or
applicable root store policy).

SEAEN. ERSINDEMBBICEML R h->758 (FlzEfse, ToBSAANXIL
#{ 7 the Baseline Requirements X IZBEREA N B/L— X FT7RU I —ICLYFRINAL
o715 E),

b. DigiCert obtains evidence that the certificate was misused.
TIY— A FBEAEAREFAB I NIERE AF L7255,
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c. DigiCert is made aware that you have breached a material obligation of these Terms.
TIOY— b BEERFIERENOBEALEBICERL VWS Z L2 M- 255,

d. DigiCert obtains evidence that the validation of control for any email address or domain
partin the certificate should not be relied upon.

T =P AAEFOVTNADBEFA—LT FLAXIEFAA VEDICHRIBEEOR
AEAMERML S N E TR WAL E AF L7255,

e. DigiCertis made aware of a material change in the information originally contained in the
certificate.

TIY— A\ EBEICHYREHINTWEIBROEBERAEEZ M > 55,

f. DigiCert is made aware that the certificate was not issued in full compliance with the
Baseline Requirements or the CP/CPS.

T % — b A\ EEEAZE ' Baseline Requirements X (& CP/CPS (CSE2 T EMT 2 T & 70 < FAT
Iz &z M- T=5E,

g. DigiCert determines that the information appearing in the certificate is inaccurate.
TIY— bA\ GEREICEESINAIBRYS LR LT 255,

h. DigiCert’s right to issue certificates under the Baseline Requirements expires or is
revoked or terminated, unless DigiCert has made arrangements to continue maintaining
the CRL/OCSP repository.
the Baseline Requirements (CE D ZIAEZRIT T2 T Y — M OEMABESEABE T ICL
VT2 hXIEIY BIN/HE, 7272L. 7YY — A CRU/OCSP YRy b %5 £k
XTI CTEDLIOFHREAITo>TCWVWBHEIEZ. ZORY TIEHY FHA.

i. Revocation is required by DigiCert’s CP/CPS for a reason not covered above.
FRICEELABVWERTT VY — FDCP/ICPS ICL Y RMAEKRINDHE,

j- DigiCert is made aware of a demonstrated or proven method that exposes your private
key to compromise or if there is clear evidence that the specific method used to generate
the private key was flawed.

TIOY— b BEROWERE BIAMLICI O TEIAERIFIR I NI HEREZH > - HEXIEH
BREERTDOICFIAINLHEDHEICRIED H > 7-ABLRIHHLDL H 53585,

If DigiCert determines that revocation is required for any of the above reasons, it will proceed to
revoke the certificate as soon as practicable. Certain high-severity threats require short-notice
revocation. DigiCert adheres to the industry rule that it SHALL revoke within 24 hours for critical
events, and SHALL revoke within 5 days for other enumerated events. In line with its CP/CPS and
industry requirements, DigiCert will investigate problem reports promptly and will not delay
revocation beyond the permitted timeline. If your certificate will be revoked or is revoked,
DigiCert will usually send a notice to the contact email on record, with a brief explanation of the
reason, as soon as reasonably possible. Once a certificate is revoked, it will be published as
revoked in DigiCert’s revocation repositories (CRL and/or OCSP), and it must be replaced with a
new certificate if service is to continue. You agree that DigiCert has the authority to revoke, and
you accept the consequences of such revocation. DigiCert is not liable for any losses or damages
you incur due to arevocation thatis mandated by these Terms, the CP/CPS, or industry standards.

T — A LEREHOWINA TR DLELHIT L 725G, TV — NI RAECHICAHEE
DR EEDDIHEDELEFT, BEAEOSVWVEEDERICIIRE2EMPERENET, 7PV — M
BHaSHmARY MIDWTIE 24 BREILUA, ZOMOFIZEIN/ZIRY MMIDWTIE 5 HUARIZERR
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SERITNIERSBVWERBAIREWNET, BSD CPICPS RUERBHICHE-T, TV ¥ — IR
HEINFHEZERCHICHEL., FRINI2PHEZBA TR ZEHFLEVWLOL LET, BEKD
SEREAKEINDHE. BE. 7V — M. AENICAIEASHERNTTESRY EeHIC, BH
OMEL L HICHRINTBRAEBF A —IIICBAZED DL LES, SIAENEKHDTEE. T
H—brDEBHUKRY MY (CRLEU/XIEOCSP) TAKEINDHDE L, Y—EROBHENFESIN
36, FLWARAECTEEHRA A ITNEEROAVWLDE LET, BERIITOU — D RIER%
BIDILICARBL. BREAMOBERETALEY, TVH— ME. &R, CP/ICPS X ILZERRIK

FYBHEINDIEEFRERRE LTEERI B L WA B IIBANBEZEICOVWTLEEZEVEFA,

9. Public Disclosure

NF

DigiCert may maintain its own repositories and status services where certificate information and
revocation status are available (e.g., OCSP responders, CRLs, and certificate status websites),
as permitted by its CPS and the Baseline Requirements. These are public-facing by design. By
using the certificate, you acknowledge that its status (valid/revoked/expired) may be disclosed
publicly through such mechanisms.

TIH— hE. Z D CPS KU the Baseline Requirements D28 % & Z A ITHEL, SEBAEFE R K VL5
RRANSBTELHESDYRY FURVPRTAZAY—EZ (BIZIE, OCSP L XK > X—_ CRL &
VAEAERXTA XA Web YA b) ZiRFCE2HDELET, THXH, INHIIRERINZLDT
9, AAEFEZFAT L LICL Y BEKRIE. REAEORE (BEIEDEDREIN) A HEME
HAZBL TRRINDIARULY» DD L2 AT L 7,

10. Unsupported Practices (Use at Your Own Risk)
BR—FShTOLAEVFARE (BEREFDY RS TOFA)

Short version: Some practices related to certificate usage are strongly discouraged and not
supported by DigiCert. If you engage in these practices, you do so at your own risk, and DigiCert
may not be able to support you or may nhot accommodate special requests arising from these
choices. In particular, avoid hard-coding (pinning) certificates or keys in applications, and avoid
trying to use one certificate for multiple incompatible purposes. Such practices can lead to
service disruptions or non-compliance.

B . TN — Mt GFHEDFIFICE T 3 —EEDFF AR T, YA~ FLTEYF
Yh, BEBRD O DFIFTEICEE T 255, EEFRIZIEEREEGD Y ZICENTIAZTD
DDEL, TV —FIEEFEEVR—F TELORBESED B Y, FEILT IO DERDISEL S
FICRBICH IS TE L OABEM DB Y X T, #FIC, AFFZEXRII#E T 7 r—>3 > (Cn—Fa—77
(=2 2) $BE3TE RFT DDIHEEEHD—BEHDLOERNCFIFHL LD ETBT LI
Bl EE 0, LBEFFEEIL, —EIDEIEXRIGERICDL0Y3 BIEEIEDH Y E 7,

Certain practices are strongly discouraged or unsupported when using DigiCert certificates.
Engaging in these practices is at your own risk, and DigiCert’s obligations to support or
accommodate you may be limited if you do so:

TYY— MERAZEOFNBICHY . FEOHBAETEEREINTEYFR—FIhTLEEA,
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INoOFBAEICEET S L EEEHRAFOIRITHY ., Z0HE., BEKREZYFR—HLXIE
WHTHTIY— FORBIIREN L DAMELHY £,

Certificate/Key Pinning: DigiCert does not support hard-coding or “pinning” of DigiCert
certificates or public keys in applications, firmware, or devices. Pinning means your app
or system is configured to trust only a specific certificate. Pinning a certificate can create
rigidity. This can lead to outages or security risks (if you can’t quickly replace the pinned
certificate). If you choose to implement pinning with a DigiCert certificate, you assume
full responsibility for any service disruptions that result. DigiCert will not delay required
actions (including revocation) to accommodate a pinned environment.

SERRE/Ee =V . TOY—bME TUY—PMEREELLE T VS ay T —LA
T TXIETNAZROFRDOREFEON=RFA=T 4 IRIFCZV T2 K- LEEA,
E=vrlld, BEFEOT VS —2a v XIEYRATLNEED 1 DOIBEDOAZEET
DEVICERETRHILEZVVET, EZ VT EEELRZELIBZENHY £, INIE

(BERNECZV SENHARELRRICELBEZ D LN TERVER) Y—EXDOHlT
XIEEF2VTFTAVRTIOBRDDEIELHY FT, BEEL T VY — MEBETE=ZV S
TEmTDHILELTGE, BERIE. TORRIIERIIND2HOD I —ERDEILIC
2EFEEZEVES, TVV—FE. KWEED) CZ VS INARBICHLT 5720 ICHE
KEEBEZEHLEVWH DL LET,

Dual Use / Misuse of Certificates: Do not rely on a single DigiCert certificate for multiple
different usage scenarios that it was not designed for. For example, using one certificate
for both S/MIME email encryption and another purpose like TLS/SSL (web security) and
code signing, or client authentication is not supported. Each certificate is intended for a

specific use case, as indicated by its type and extensions. Using certificates in

unintended ways (even if technically possible) is not recommended and may result in

security vulnerabilities or non-compliance with guidelines. If you use a certificate in an

unapproved manner, you do so at your own risk. DigiCert is not responsible for any
consequences of such use.

SRRSO EHRAA/FEMA : ERORLLIAEICOVT, TN o DRARICEDE TERE

NTWAEWE—DTF YUY — FEREICEILLBZWTL S W, Flazf5 & SIMIME EF 4

—LVEES(LIL NS, TLS/SSL (Web £F 2 U T ) RUI—FH A=V I RIEI 74T~ b

WA EDRDOBERNDOMAGIZONWT 1 DDARELEZFA TS LI R—bEhTULEREA,
BIAAEIZ, ZOBEROERFICLVIEEINDS 1 2OFEDI— X7 —RZ28E LTE

FRENTWET, BESNTOLWARWAKRTIHRAEZMNAT L L IIHEINTEST, &+

AT A LOREBEXIIAANFZAVOEREVWSERZBLEZNLHY £9, BEKED
ARINTUVWLEVWEETIHBESZZAAT 2548, BEREIBEEREFOYRZICELWTIN

EITWET, 7V —bME HEAAOW A ARBZBERICOVWTHEEEEZE VLI A,

Irretrievable Embedding: Avoid embedding certificates in a context where they cannot
be readily replaced or revoked. For instance, burning a certificate into hardware firmware
or widely distributed in a way that cannot be updated is risky. If that certificate expires or
must be revoked, those devices may fail and there may be no way to fix it in the field.

EIEFRELHERAAR @ AIAEZAESICE LBEAXIIEDSE DL LN TERVWRIE~DIIRE
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DEEFIFIEBIED LW, FlEEIT2E, N—FT 2777 —L7 27 ~DIIAEDFEE
FFXET Yy 77— b TELVWHETOLREAICKRVERIEERTY, RERSHEEET
CHEURRTIERAXIEEMEINDITNIER S BRWEE, INHDT /N1 ZHEEL A L AJEE
HEROBERBEZBATEZODFICE TR ENFELGTVWARELNH Y X7,
You should only use DigiCert certificates in adherence to DigiCert’s guidelines, the CP/CPS, and
industry best practices. Any use of a certificate that makes it difficult for you or DigiCert to revoke
or replace the certificate (such as deeply embedded certificates in hardware, or widespread
pinning without backup plans) is done at your own risk. Always have a plan for rapid certificate
replacement.
BEKIE, TPV —bDAAFZ A4 CPICPS RUERRI T T 7T 4 R TOHRTVH —
PEERREZFIA LR ITNIERY F A, BREEXIET Y — M EBEEZAMIENEELBER S Z
EEREICTZABEOH LD BZFFH (N—F 7z TIORHEAPAENTZHREIEINY 7Ty 77
37®@bfﬁﬁE&35:77@8)EOmT\E%ﬁﬁﬁ%ﬁ%%@UZﬁEﬁmT:ﬂ%ﬁm
i—‘j_ l% f&mﬁﬁﬂi%§1§+@%ﬁﬁ%—t<7fé L\o

11. Miscellaneous

RN

Integration with Other Agreements: These Terms, together with the CP/CPS, govern your use of
S/MIME certificates provided by DigiCert. They are incorporated into, and supplement, the
DigiCert Master Services Agreement (available at https://www.digicert.com/master-services-
agreement-jp) or other applicable service agreement between you and DigiCert. In the event of
any conflict between these Terms and the CP/CPS, the provisions of the CP/CPS will prevail. In
the event of any conflict between these Terms and any other agreements, service contracts, or
terms applicable to DigiCert offerings, these Terms will prevail with respect to matters
specifically relating to your use of DigiCert S/MIME certificates.
DK & DFE 1 ABEIE, CPICPS L& HIT, TVY— FDRET S S/IMIME iEEBE DB EERIC
S2FABICERAINES, RRYEVCPCPS IF, TV - PR 2 —H%—-EXRENE
(https://www.digicert.com/master-services-agreement-jp CHEIERAIAE) NIEBEHRET Y- ED
MICBRAINMOY —EXZRNEO—HLEHEBHR L. METHHNDTYT, ARKE CP/CPS & DFEIC
BREED 2355, CPICPS DFRIENBELEFT, ARNEBERABET 22 LDH 2T V4 — MEHRY
—ERICHEAINZMOZI, Y —EXZWEXEZRFLOMICHEL 256, FICTYH—+

S/MIME SEFAZ D B ERRICL ZFIABICBET A2EEICOWTIF, RBHWIEL L 75

Relying Party Warranty and Third-Party Beneficiaries: Relying Parties and Application Software
Vendors (as defined in the CP/CPS, and each, a “Certificate Beneficiary”) are express third-party
beneficiaries of your obligations and representations herein. DigiCert may offer a limited Relying
Party Warranty for the benefit of persons who rely on a DigiCert certificate in good faith (for
example, email recipients or users who suffer damage due to a certificate being improperly
issued). Any such warranty is not a warranty to you as the Subscriber, but rather to third-party
relying parties as defined in the CPS or warranty documentation. You are not a third-party
beneficiary of any such Relying Party Warranty. Aside from what is expressly stated in these
Terms, there are no other third-party beneficiary rights conferred by this Terms of Use.

RN EERIIRVE=ZTHE . KWYEERVT7 U S — 3>y 7 b7 %— (CP/ICPS
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ICBWTEETSHHDT, UT., Zhxh [EABRRE| CVLWLET) . COREFOEEERD
EEROEXRHORRHNABRE=ZSRETY, 7oV — ML TPV MEBAEIKRT2EZD0E (I
HETHE BFA—ILOZEENITEYICRITINRZETLRA L LTBELHE - M AH)
DFZWD =D DRERHAAEFNAERIMZIBETEZLDELET, WITNOHZRIFLY TR
TAN=—E LTOBRRICHTIRIATIEARL, TLACPSXIFRIAXEICBVWTERT HE=FK
WHEHICHT2HDTT, BEKRIE, WHRIEZEULEERIMIOE=IHETIEHY £PA,
FERPICEWTHRNICESONTWLEHLDERE, RENICLYVFTEINEZOMOE=ZEEE
E—tHh Y £E8A,

Modifications to Terms: DigiCert may update or modify these Terms from time to time to adapt
to changes in services, technology, legal or regulatory requirements, or changes in the industry
standards. Updated versions of these Terms will be published on the DigiCert website (and/or
through any in-product click-through, repository or communication channel) and will be
indicated by an updated “Last Updated” date. DigiCert may also inform subscribers of significant
changes through means such as email notifications or account alerts. By continuing to use
S/MIME certificates or related services after these Terms have been updated, you signify your
acceptance of the revised Terms. If you do not agree to the changes in the Terms, you should
discontinue using the S/MIME certificates and related services (subject to any transitional
provisions or grace periods that DigiCert may announce). It is your responsibility to review these
Terms periodically for any updates. These Terms will remain in effect until all certificates issued
under them have expired or been revoked and are no longer in use, or until the Terms are replaced
by a newer version.

BRYDEE: 79— ME, Y—ER BNELCIFES LOEHOEBXILERBROEEITHIG
570, ARV EBRAEIIEETEET, ARVYOBEMRIE. TPH— b Web ¥4+ (KUY
REEGADI Uy 72— VR FIXFAI2=7—>arFrxle@BLT) TRAKL, &
HEINFBREREFBTERRLET, 70— bME, £/l BF A NI 2BHXET AT+ T
S— MRS DOFREBL CEAREEA T TR FAN—CBAT D L ABY £, KRN
WE SN/ H SIMIME GEFBEXIIEEY —E Xz ikt LTH BT 5H58. BEKIL. HEINT-HE
MICERLIZbDLABRINET, ARPWOZBICABRLARWVER, BEERIE. (7o — MAEK
THRBEBEX I TR Z &MI10) SIMIME SEFAEZE R UBEEY —EXOFAZ I LAEITNIEARY

FtHA. FARWOWEE FHMICHERT S 2 & ld. BEROERETY, AROIT. RRICEIEH
TEINZABREPITANTCEMNPABBTICEI VR T I 0XIEERMI N, bIFCFAINLG LA S X T,
XIFABKIDFRIRICK YV BEAND £ TEMICHFR L £

Plain Language Disclaimer: For convenience, some sections of these Terms include “Short
version” summaries or simplified explanations to help illustrate the meaning of the section. These
plain-language summaries are provided only to aid understanding and are not legally operative
provisions. In case of any ambiguity or conflict between a summary and the full text of the Terms,
the full, detailed text (and the incorporated CP/CPS) will govern. The use of plain language in these
Terms is intended to make them easier to understand, but it does not diminish the legal
enforceability of the provisions. The binding obligations of both you and DigiCert are as stated in
the full text of the Terms.

THEXEICHRDIBR FEOBESHAO—BET S/, FEL. ARNO—EOKEAEIL, “ER
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MTOEEXRIIGEEATHWEY, INOFEFHENEICLIBEL, BREICETH-HICORREHE
T2HDT, FNHRAZETIANKETIEHY A, AROOBE & EX LA E OB ICER
SIS H 21555, FMCTERBAX (RUOZO—E%HEKT 5 CP/ICPS) NMEELL T, ABEHN
ICBIT2EBLEXEDOFERIZ. BREZLVAZICTHILZENETEH DT, AXFKEDER B
PAITARRMEZIELR D BDOTIEHY FHA, BERROT VY — EXRAOBRNH 2 FBH L. FRHOD
FERXABARITEWTED T,

Controlling Language: The definitive version of these Terms is written in English. If these Terms
are translated into another language and there is a conflict between the English version and the
translated version, the English language version controls.

BEEE: ARNOEXMEEETERINTULES, REAKNHI2BERBICHRINTWEHET, &
R EENERMR & OFICHREES B & T X, REBMAEEXL T,
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