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Strategic Imperative

« The most pressing challenge facing the digital trust and electronic signature (eSignature) ecosystem in
2026 is the fragmentation of trust across digital transactions. While eSignatures have achieved broad
adoption, enterprises and public sector organizations struggle to scale trust beyond the act of signing.
They must consistently verify who signs, what is being signed, when the transaction occurs, and whether
it will remain legally defensible over time and across jurisdictions.

» As regulatory scrutiny intensifies, cyber threats grow more sophisticated, and artificial intelligence (Al)-
generated content blurs the distinction between authentic and manipulated information, organizations
must focus as much on risk mitigation as on digital transformation. Point solutions no longer suffice in an
environment where repudiation risk, regulatory exposure, and Al-enabled fraud carry material financial
and legal consequences.

» Market leaders navigate this inflection point by redefining their value propositions from transactional
signing tools to end-to-end trust service platforms that unify signature, identity, and integrity layers into a
single, compliant, and future-ready architecture. Their goal is to enable scalable, interoperable digital trust
across industries and borders while embedding cryptographic assurance as a foundational control
against escalating digital risk.

« The introduction of Electronic Identification, Authentication and Trust Services (eIDAS 2.0) and the
European Digital Identity (EUDI) Wallet framework has significantly raised expectations around
assurance levels, interoperability, and cross-border recognition. Global enterprises must reconcile
European trust requirements with the Electronic Signatures in Global and National Commerce Act
(ESIGN), the Uniform Electronic Transactions Act (UETA), and other regional frameworks, driving demand
for solutions that can abstract regulatory complexity while maintaining legal certainty.
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Strategic Imperative (continued)

« The identity layer has become the fastest-evolving component of the ecosystem. Certificate-based trust
models are increasingly complemented by Al-enabled identity verification, biometric authentication, and
reusable digital identity credentials. In parallel, the integrity layer has regained strategic importance as
organizations focus on long-term validation and cryptographic resilience. In 2026, post-quantum
cryptography (PQC) considerations are no longer confined to research roadmaps; “harvest now, decrypt
later” threat models have moved from government advisories into enterprise procurement requirements
for records that must remain verifiable for decades.

« As digital transactions become more automated, trust requirements are extending beyond human signers
to encompass applications, devices, and software-driven processes. Machine identity, code signing, and
software integrity are important complements to human-centric trust, ensuring that the systems
executing and enforcing digital agreements can also be authenticated and protected against tampering
across their lifecycle.

« Recent disruptive forces, including the proliferation of generative Al-driven fraud and synthetic identities,
have exposed weaknesses in traditional verification and elevated the economic cost of mistrust.
Consequently, competitive differentiation now depends on responsible and explainable Al deployment
governed by robust controls and privacy safeguards to ensure that automation strengthens, rather than
undermines, evidentiary trust. The developments have reshaped buyer priorities, shifting demand from
usability alone toward assurance, resilience, and defensible trust at scale.

« The market will favor providers serving as trust anchors in complex digital ecosystems. Solutions must be
modular and interoperable, supporting integration with enterprise systems and digital identity wallets. A
secondary imperative is the productization of compliance: translating complex public key infrastructure
(PKI) and regulatory requirements into API-driven services that let non-technical business units deploy
high-assurance trust services without friction.
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Strategic Imperative (continued)

» Across the ecosystem, successful companies are distinguished by their ability to execute across
technology, services, and governance simultaneously.

o Technology leadership is defined by the integration of the three foundational trust layers into a
resilient architecture that includes machine identity and operationalized PQC migration strategies.

o From a services perspective, market leaders provide deep regulatory expertise and compliance
assurance across multiple jurisdictions, lifecycle trust services spanning onboarding through long-term
preservation, and enterprise-grade deployment flexibility across cloud, hybrid, and sovereign
environments.

o Governance leadership is distinguished by active participation in standards development and a
transparent Al framework that prioritizes ecosystem-oriented interoperability over closed platforms.

« Ultimately, the strategic imperative is not incremental enhancement, but platform-level transformation.
Providers that evolve into orchestrators of digital trust—balancing assurance, usability, and future-proof
cryptographic resilience—uwill shape the next phase of the market and enable secure, compliant digital
economies.

FROST (/7" S ULLTIVAN Source: Frost & Sullivan
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Growth Environment

« The digital trust and eSignature ecosystem is expanding as digital transactions scale across enterprise
and public sector workflows. Buyers increasingly standardize on platforms that deliver repeatable,
defensible digital execution across processes, driven by pressure to increase efficiency, reduce waste,
and replace paper-based handling.

« Frost & Sullivan estimates that the market will generate approximately $13.48 billion in 2026 and reach
about $20.84 billion by 2031 at a compound annual growth rate of 9.1%. As eSignature becomes
embedded infrastructure and competition shifts to platform depth rather than signature volume, growth
is expected to moderate.

« Growth is increasingly captured through value-added trust services surrounding the signature event,
including identity layer services (know your customer [KYC], biometrics, risk-based authentication, wallet
credentials, and identity verification), fraud controls, and integrity/evidence services (timestamps, seals,
tamper evidence, evidence packaging, long-term preservation, retention, and archiving).

« Adoption is being pulled forward by higher-assurance and regulated workflows where buyers prioritize
solutions that can enforce differentiated assurance levels based on transaction risk and generate dispute-
ready evidence, making premium trust layers the main lever for growth outperformance.

« Growth is tempered by commaoditization pressure in low-assurance use cases, procurement-driven price
scrutiny, and the friction of large-scale integrations. Persistent misconceptions about cross-jurisdiction
eSignature legality increase the importance of time to value, deployment simplicity, and operational
reliability.

* A Frost & Sullivan study related to this independent analysis:
o Frost Radar™: Electronic Signature Software, 2024
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Frost Radar™ Competitive Environment

« The digital trust and eSignature market comprises a focused subset of a broader, fragmented ecosystem.
Frost & Sullivan tracks approximately 80-100 active vendors globally, including global eSignature
platforms, European Qualified Trust Service Providers (QTSPs), identity-first specialists, PKI-centric
security vendors, and regional or vertical-focused providers.

» Frost & Sullivan selected 13 vendors for inclusion in this Frost Radar™ analysis based on validated
market traction and differentiated innovation. Selection criteria include measurable revenue growth,
expanding deployments, regulatory depth, and execution against emerging requirements such as
elDAS 2.0, digital identity wallets, Al-enabled fraud mitigation, and long-term cryptographic resilience.

* The Frost Radar™ reveals distinct vendor clusters shaped by scale, regulatory exposure, and architectural
ambition.

» A leadership cluster at the upper end of the Innovation and Growth indices includes vendors that align
platform breadth, regulatory credibility, and commercial execution. They set the competitive benchmark,
demonstrating that leadership requires architectural completeness and sustained market execution.

o DigiCert (4.55 Innovation, 4.05 Growth) drives innovation in PKI, mass-signing automation, and PQC
readiness, with growth propelled by enterprise demand for cryptographic trust at scale.

» The Frost Radar™ Innovation and Growth Index scores reinforce a central conclusion: sustainable
advantage in digital trust goes to vendors that orchestrate identity, signature, and integrity as a coherent
system and consistently convert that capability into measurable market growth.

FROST C/ﬂ” S ULLTIVAN Source: Frost & Sullivan
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DigiCert

INNOVATION

» DigiCert is a cryptographic trust infrastructure provider that serves organizations requiring legally
enforceable, high-assurance digital transactions across jurisdictions, particularly in regulated sectors.
DigiCert’s solutions cover signature, identity, and integrity layers, binding verified identities to
eSignatures and preserving long-term evidentiary integrity under frameworks such as elDAS, ZertES,
ESIGN, and UETA. Its services are embedded into enterprise environments, supporting human and
automated transactions at scale.

« DigiCert ONE, a container-based, globally distributed PKI platform secured by HSMs, delivers DigiCert’s
core solutions. For signature, DigiCert provides certificate-backed simple, advanced, and qualified
eSignatures and seals via CertCentral and Document Trust Manager. Identity is managed through
centralized PKI lifecycle, credential management, and remote identity verification, using document checks,
biometrics, and support for digital identity wallets aligned with European initiatives. Integrity services
include timestamping, validation, electronic seals, and long-term archival that preserves cryptographic
proof. Open APIls and SDKs enable integration with existing document management, transaction, and
enterprise applications.

» DigiCert’s PKIl-native model unifies identity, signing credentials, and integrity services under a single root
of trust operated by a global certificate authority. Unlike vendors focused on end-user interfaces, DigiCert
prioritizes verifiability, compliance, and cryptographic assurance. Its QTSP status in multiple European
jurisdictions and global infrastructure enables consistent trust policy enforcement and data residency.
The integration-first design—aligned with Adobe, DocuSign, Ascertia, and the Cloud Signature
Consortium—Ilets organizations enhance workflows with high-assurance trust services without
replacement.

FROST @" S UL LIYAN Source: Frost & Sullivan
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DigiCert (continued)

INNOVATION

« Recent innovation includes expanding enterprise-scale automation for the signature and integrity layers.
DigiCert rolled out mass-signing server tools and SDKs, enabling automated electronic sealing of large
document volumes via folder monitoring or application integrations. This serves high-throughput needs,
such as regulated reporting and invoicing, where manual signing is impractical. Policy-driven, auditable
mass signing with qualified certificates strengthens integrity and enterprise automation.

» Another innovation is enhanced identity verification and credential lifecycle visibility. DigiCert now offers
browser-based identity verification, reducing reliance on mobile apps and lowering friction for users and
admins. These workflows tightly integrate with certificate issuance and lifecycle management, providing
real-time visibility into identity status, issuance, revocation, and renewal. This improves governance and
compliance, especially for organizations under multiple regulatory regimes.

» DigiCert is investing in cryptographic agility and readiness for new trust frameworks. The roadmap
includes PQC, expanded support for European Digital Identity wallets, and interoperability with evolving
ecosystems. By advancing governance for cryptographic assets and aligning signing and identity services
with future requirements, DigiCert enables customers to adopt new standards without rearchitecting
infrastructure.

» DigiCert also delivers steady incremental enhancements: counter-signing workflows for sequential
approvals, desktop signing clients for macOS and Windows (including offline use), XML signing for high-
volume machine-to-machine transactions, improved audit reporting, and enhanced long-term validation.
These updates broaden functionality and compliance support while keeping the core platform unified.

FROST @" S UL LIYAN Source: Frost & Sullivan
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DigiCert (continued)

GROWTH

» DigiCert occupies a distinct position as a provider of foundational trust infrastructure rather than a mass-
market, workflow-centric eSignature vendor. Its scale in this market reflects a focused concentration on
regulated and high-assurance use cases.

« Adoption is strongest in Europe, where regulatory frameworks mandate qualified signatures, seals, and
strong identity verification, and where DigiCert operates as a QTSP for financial institutions, government
bodies, and other compliance-driven organizations. The customer base extends into North America and
Asia-Pacific, supported by a geo-distributed PKI footprint that addresses data sovereignty and cross-
border trust requirements.

» Go-to-market execution combines direct enterprise sales with ecosystem-driven distribution through
technology alliances and platform integrations. DigiCert’s services are embedded into widely used
document and signing environments through partnerships with Adobe, DocuSign, and members of the
Cloud Signature Consortium, while also supporting hybrid and on-premises deployments for customers
with specific regulatory or operational constraints.

» Growth is increasingly driven by customers moving beyond basic eSignatures to integrated digital trust
architectures that combine identity verification, signing, and integrity controls. Regulatory pressure,
heightened awareness of Al-enabled fraud, and early planning for PQC are contributing to greater
demand across existing accounts and new locations, positioning DigiCert for continued momentum.

FROST @’ S ULLTIVAN Source: Frost & Sullivan
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DigiCert (continued)

FROST PERSPECTIVE

» DigiCert’s PKI-native trust platform stands out as enterprises shift to unified digital trust architectures,
moving beyond e-signature tools. Customers increasingly require a single, auditable trust backbone
across identity, signing, and integrity. Frost & Sullivan notes that DigiCert has an opportunity to further
support adoption by packaging its trust capabilities in ways that simplify deployment and scaling for large
organizations.

« Early alignment with elDAS 2.0, qualified trust services, EU Digital Identity wallets, and post-quantum
cryptography positions DigiCert as a long-term partner. To translate this readiness into near-term impact,
DigiCert can further operationalize its roadmap through concrete deliverables, including phased
post-quantum migration tooling, wallet-enabled signing patterns, and clearer transition timelines to
support adoption.

« While DigiCert’s integration-first approach reduces friction in established ecosystems, adoption outside
its regulated core has historically been perceived as more complex, reflecting the inherent demands of
PKI-centric trust architectures. Recent automation improvements, including web-based enrolment, faster
issuance for nonregulated use cases, and simplified signing experiences, help lower entry barriers;
however, translating cryptographic assurance into measurable business value remains an opportunity.
Frost & Sullivan encourages continued focus on articulating use-case-driven value and quantifiable
outcomes to support expansion beyond Europe and highly regulated segments, while preserving the
assurance and governance that differentiate DigiCert.

FROST @’ S ULLIVAN Source: Frost & Sullivan
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Best Practices

f

Embed digital signing into identity and risk. Integrate biometrics, risk-based authentication,
fraud detection, and auditability into workflows. Prioritize usability, strong cryptography,
and future-proofing against Al fraud and synthetic identities.

\Y

Unify technology, services, and governance. Align resilient architecture, automation, and
responsible Al to scale across regulated and global use cases.

\Y/

Eliminate friction to accelerate adoption. Simplify deployment, clarify legal defensibility, and
boost time to value for broader digital trust adoption.

/
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Growth Opportunities

T

Extend trust beyond the signature. Growth is shifting from transaction volume to identity,
fraud mitigation, and evidence services. Vendors that embed KYC, biometrics, reusable
credentials, timestamps, seals, and long-term preservation into standard workflows will
outperform as enterprises standardize on dispute-ready, high-assurance digital execution.

\Y

regimes favor platforms that codify multijurisdiction rules into products. Wallet-ready
architectures, sandboxed environments, and pre-integrated compliance services enable

2 Operationalize regulation at scale. eIDAS 2.0, the EUDI Wallet, and evolving global
faster adoption and turn regulatory complexity into a durable growth advantage.

\Y/

Lead with Al, crypto agility, and machine trust. Al-driven automation, fraud detection, and
document intelligence are becoming baseline capabilities, while post-quantum readiness
is emerging as a procurement criterion. Expanding trust to machines through code signing
and device identity extends the market beyond human signers and creates new
leadership pathways.

=
FROST é" S ULLIVAN Source: Frost & Sullivan
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Frost Radar™: Benchmarking Future Growth Potential
2 Major Indices, 10 Analytical Ingredients, 1 Platform

MARKET SHARE (PREVIOUS 3 YEARS)
This is a comparison of a company’s market share relative to its competitors in a
given market space for the previous 3 years.

REVENUE GROWTH (PREVIOUS 3 YEARS)
This is a look at a company’s revenue growth rate for the previous 3 years in the
market/industry/category that forms the context for the given Frost Radar™.

Growth Index

Growth Index (Gl) is a measure
of a company’s growth
perform_anc_e and_ ’grack record, GROWTH PIPELINE

anng with its abl|lty to develop This is an evaluation of the strength and leverage of a company’s growth pipeline
and execute a fu||y a|igned system to continuously capture, analyze, and prioritize its universe of growth
growth strategy and vision; a opportunities.

robust growth pipeline system;
and effective market, competitor,

and end-user focused sales and VISION AND STRATEGY

marketing strategies. This is an assessment of how well a company’s growth strategy is aligned with
its vision. Are the investments that a company is making in new products and

markets consistent with the stated vision?

SALES AND MARKETING
This is a measure of the effectiveness of a company’s sales and marketing efforts
in helping it drive demand and achieve its growth objectives.

FROST é" S ULLIVAN Source: Frost & Sullivan
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Frost Radar™: Benchmarking Future Growth Potential
2 Major Indices, 10 Analytical Ingredients, 1 Platform (continued)

INNOVATION SCALABILITY

This determines whether an organization’s innovations are globally scalable and
applicable in both developing and mature markets, and also in adjacent and non-
adjacent industry verticals.

RESEARCH AND DEVELOPMENT
This is a measure of the efficacy of a company’s R&D strategy, as determined by
the size of its R&D investment and how it feeds the innovation pipeline.

Innovation Index

Innovation Index (Il) is a
measure of a company’s ability
to develop products/ services/
solutions (with a clear
understanding of disruptive
megatrends) that are globally
applicable, are able to evolve
and expand to serve multiple

markets and are aligned to MEGATRENDS LEVERAGE
customers’ changing needs This is an assessment of a company’s proactive leverage of evolving, long-term
' opportunities and new business models, as the foundation of its innovation

pipeline. An explanation of megatrends can be found here.

PRODUCT PORTFOLIO
This is a measure of a company’s product portfolio, focusing on the relative
contribution of new products to its annual revenue.

CUSTOMER ALIGNMENT

This evaluates the applicability of a company’s products/services/solutions to
current and potential customers, as well as how its innovation strategy is
influenced by evolving customer needs.

FROST @’ S ULLIVAN Source: Frost & Sullivan
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Next Steps
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Does your current system support rapid adaptation to emerging opportunities?
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Legal Disclaimer

Frost & Sullivan is not responsible for any incorrect information supplied by companies or
users. Quantitative market information is based primarily on interviews and therefore is subject
to fluctuation. Frost & Sullivan research services are limited publications containing valuable
market information provided to a select group of customers. Customers acknowledge, when
ordering or downloading, that Frost & Sullivan research services are for internal use and not for
general publication or disclosure to third parties. No part of this research service may be given,
lent, resold, or disclosed to noncustomers without written permission. Furthermore, no part
may be reproduced, stored in a retrieval system, or transmitted in any form or by any means—
electronic, mechanical, photocopying, recording, or otherwise—without the permission of the
publisher.

For information regarding permission, write to: permission@frost.com

© 2026 Frost & Sullivan. All rights reserved. This document contains highly confidential information and is the sole property of Frost & Sullivan.
No part of it may be circulated, quoted, copied, or otherwise reproduced without the written approval of Frost & Sullivan.
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