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AGENDA .

\' /\
9:30-9:45 AM |
. Introduction | Welcome to the Future of Digital Trust
9:45-10:30 AM

. Keynote | Digital Trust for the Real World
10:30-10:45 AM: BREAK
10:45-11:15 AM

. PKI Possibilities: Modernization, Crypto-Agility, Public and Private Use Cases, and Securing Cloud Workloads
11:15 AM-12:00 PM

. 5 Tips to Secure from Software Supply Chain Attacks

1:30-2:15 PM
. The Future of Product Security: Authentication Meets Quantum Innovation
2:15-3:00 PM
. How to prepare for Quantum Computing
3:00-3:15 PM: BREAK
3:15-3:45 PM
. Everything Begins with DNS: How DNS can Directly Impact your Revenue and Security
3:45-4:15PM
. Industry Updates
4:15-4:30 PM
. Cloud Native Identity — Defining East/West Traffic
4:30-6:30 PM
. Networking Reception
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"Make digital
trust a strategic
imperative’

=IDC

Digitize everything

Improve customer satisfaction

Strengthen security posture

Modernize infrastructure

Deploy Al to improve efficiency

Find time for your day job
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categorieS

Antiques s1465)

Books, Movies, Music
(240866)

Coins & Stamps (77730)
Collectibles 640181
Computers (69550)
Dolls, Figures (2ss3)

Jewelry, Gemstones
(75714)

Photo & Electronics
(32617)

Pottery & Glass (130008)

Sports Memorabilia
(246501)

Toys & Beanies (223639)
Miscellaneous (157739
all categories...

"N Netscape
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HOME LISTINGS BUYERS

i Sell your

L item

New to eBay?

featured

100 CLEARGgear Locket Tag Protectors $5~WOW!
144 Limited Issue Graduation Furbies! $59.95!

SELLERS SEARCH HELP NEWSICHAT SITE MAP

Search tips Trade with

confidence

1,989,199 items for
sale in 1,589 categories
now!

Ao
Registel\

It's free and fun Over 600 million page

views per month!

Click here for
Rosie's charity
auctions!

Canon Bjc 600/610/620 Becmy Ink Cartridge Sets

Computer Technicians Software Collection Cd
Iron On Inkjet T-Shirt Transfer Paper afs
Rare Old 3 Arm Wood Plane For Molding "bone"

Try the newest,
| exciting way to
shop! Browse

through listings
by photos.

more featured...

other happenings...

Last updated: 04/28/99, 03:30:00 PDT

Click Here!

AOL & New
4.0

5 PRIORITY
L / MAIL

LD STATES ACTTAL SERVICE 8
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One SSL certificate at a time
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We Deliver the ONLY Pizza In Cyberspace!
Username:

Password:
Login

Register Now

from Microsoft

BB
Al Al Al g)g_\s The
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__ ... . [ FREE
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Movies

+ Bevond the Emeraid Dywn - K8
+ Omnipotent Authoes - Mesican
+ Offthe Cuth - kase

+ Musings - lensers

+ Lights Out - Socker

+ Pudding, Cake and Tea - 853

Password

B8 REGISTERED
&) Ff) Login Name
- [ @
s 3@ g % U% 3 @ Frames @ No Frames
snnnn  hotmail

b

E-mail:

Password:

You can use Facebook to:

« Look up people at your school.
« See how people know each other.
« Find people in your classes and groups.

[Login | Regiser |

The Facebook is an online directory that connects people through social networks at schools.
Now there are two Facebooks: one for people in college and one for people in high school.

The site is open to a lot of schools, but not everywhere yet. We're working on it.

register alj
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Find People

Clients, p:

about jobs

announce advertise

terms  pri

a Mark Zuckerberg production
Facebook © 2005

artners, sales

leads and experts

And find them through

f-‘ind Jobs

Top jobs and the most
reputable candidates

the people you know and trust

With LinkedIn, you find the people, jobs and services you
need through the people you know and trust, while you
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1996 The New York Times

| Unlimited Streaming:
Instantly
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77,775 Players Online

Play Robin Hood Now!
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Surfer Club Products
PANDORA

We created Pandora t

It's a new kind of radio -

stations that play only music you like

vac: ki
s in 40 destinations. from $19

1 Rosort Vacalions from $572

‘Specia Partner Deals

CUSTOMER SUPPORT

Privacy and secustty

SPECIAL INTERESTS
Famiy Travel

Golt Travel

Romantic Travel

Enter Password
Gq

Enter AOL Screen Name:

<

» Simplify Your Life
e My Calendar

» Connect With Friends
AOL Instant Messenger
: AIM Express
A Web Chat
» Connect With Family
Groups@AOL

Get more information on:
« Free membership * MoveQuest
« Shop for merchandise * Contest
« Share maps & tips * Survey

Search NN 3

Other White Pages |
Searches: Maps | i

* City Info
* Attractions
* Weather
Click HERE
geton your v

Learn about:
* Advertising * Clients
*+ Mapping services * Press info

ellow Pages | Categories
nder | Home Pages | Kids Only

» Gore, Bush Clash Over Tax Cuts

» Fed Leaves Interest Rates Unchanged

Weather Hot Chats
Horoscopes Love@AOL
Sports Scores Home Pages
Classifieds Eree Greetings
Stock Portfolio AOL 5.0 FREE

STOCK QUOTE:  Symbol Lookup

Get Quote

ute Cube:
Is It For You?

PC Buyer's Guides
Computing Help

Web Centers
*Autos: New Cars, Used Cars...
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‘For years, PKI administrators and cryptography
operations teams have quietly been the glue holding
together our digital world. Their jobs, and their

successes, are often unseen and misunderstood

as a security function...”

— 2023



MANAGING
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Today, the average enterprise
manages 55K certificates*
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ENTERPRISE SOFTWARE DEVICE CONTENT
TRUST TRUST TRUST TRUST

CERTIFICATE AUTHORITY — PUBLIC + PRIVATE
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CERTIFICATE LIFECYCLE MANAGEMENT (CLM)



29 YEARS OF SCOPE CREEP

SEIRVR 7~
INFRASTRUCTURE _

“WEB PRESENCE

e DEVICES



1. Centralized
governance and
control and
decentralized issuance

Source: Gartnher
804504 C

4. Approval 5. Automation

workflows using standard
3. Reporting and nonstandard
and alerting interfaces

6. Delegated
administration
and self-service

7. Well-defined
processes

Gartner



WHY
DISCOVERY?

Most enterprises underestimate their
total certificates in use by 30-50%

Unmapped certificates are the
#1 cause of outages

In 2023, NIST strongly recommended
conducting a complete inventory of all
cryptographic assets
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DISCOVER
MORE - 0 i

An incomplete inventory
s not an inventory Servers Otenable
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Commercial & casualty insurance for
manufacturing, hospitals & business

From: Outages due to lack of visibility of
certificates securing applications & servers

To: Discovered and automated 3500
previously unknown certificates with
DigiCert’'s Tenable integration




WHY
AUTOMATION?

With a full inventory, automation is the
next step toward crypto-agility




INTEGRATIONS FOR SEAMLESS AUTOMATION

USERS SERVERS DEVOPS
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CAs digicert ONE APPLICATIONS

B" Microsoft ISR ey CLENTS  PROTOCOLS  APIs GATEWAY | NATIVE o "
aws

. _

DEVICES DOCUMENTS IT SYSTEMS

Qualcomm m F\\ DocuSign THALES
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DIGITAL TRUST

Iconic, international travel & leisure brand

From: Breach and compromise due to
privilege escalation

To: Deploying Zero Trust for users and
servers in record time
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Globally trusted cybersecurity provider

From: Multi-cloud security silos causing dev
issues and exposure

To: Centralized and consistent security
across entire cloud infrastructure
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LEADING GLOBAL DNS NETWORK INFRASTRUCTURE

25 BEIIEIRTESSENCE 25 ggllg\lRTESSENCE
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Toronto, CA Equinix

Amsterdam, NL Telecity
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i S

s . : Hong Kong, HK Equinix
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NEARLY EVERY COMPANY IS A SOFTWARE COMPANY

I E——

Software Companies Device Manufacturers Service Companies



SOFTWARE IS CONSTANTLY UNDER ATTACK

BLEEPINGCOMPUTER

Hackers compromise 3CX desktop app
in a supply chain attack
3CX

A digitally signed and trojanized version is

reportedly being used to target the company’s
customers in an ongoing supply chain attack.

The HaCkef News MalwarebytesABs

Malware Attack on CircleCl Engineer’s
Laptop Leads to Recent Security Incident

e Jan 14,202

Personal Business Pricing Partners

& Ravie Laks

Ransomware attack on MSl led to

he CI/CD service CircleCl said the "sophisticated compromised Intel Boot Guard
attack" took place on December 16, 2022, and that the

alware went undetected by its antivirus software. p"vate keys

=z slack

okta 1| HEROKU G twilio




SOFTWARE SUPPLY CHAIN: FULL OF HOLES

Compromised Compromised Unauthorized

\ 4

code builds changes

\4

\4

Exposed
secrets

v

e WRITE CODE

</

Developers

Hidden malware

OPEN SOURCE &
v & dependencies

3RD-PARTY CODE




CLOSE THE GAPS

Scan Scan
(/) ]—» WRITE CODE > >
iy & 2
Developers :
P " Sign Sign

OPEN SOURCE &

3RD-PARTY CODE

CENTRALIZED GOVERNANCE & MONITORING |
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Software provider with hundreds products

From: Distributed teams each using
inconsistent security practices—or none at all

To: Centralized security governance for
scanning, signing and SBOM generation




digicert ON

SOFTWARE DEVICE
TRUST TRUST




1%

of loT & connected devices
communicate PIll over
unencrypted channels

Source: 2024 State of Digital Trust Report




SECURITY WITHOUT HURTING DELIVERY

Customer

—

Pll data

BUSINESS units

2 @ duct
L
Eoo R Oem OBUZ OBU 3a
OBU 3b

Vulnerabilities

Software Atjp;j:ates




BUILDING TRUST INTO THE DEVICE LIFECYCLE

Device Lifecycle Stages

DESIGN " DEVELOP BUILD DEPLOY
Device Software Manufacture In field
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Dexcom e X C O
Data Injection Device

Manufacturer

Batch
Certificate Issuance

DigiCert ONE

4 Dexcom
Dexcom Device Root
Dexcom Receiver " Lifecycle

Management
App & User {

On-denabd
Certificate

Dexcom Partner
Issuers Issuers
Issuance

Data Injection———

Dexcom
Cloud Data

P Platform

Partner Device

v Oy

82
6.9
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Dexcom G7 ——l

Sensor/Transmitter Dexcom App

Partner 1

Device Certificate Issuance Device

Manufacturer J
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WIDESPREAD CONTENT & SIGNATURE ISSUES

100%
Misrepresenting document as if from organization
SIGNING
ISSUES 0%

REPORTED Legal issues with cross-border contracts

Compliance issues



eSIGNATURE TRUST PRINCIPLES

IDENTITY

AUTHENTICITY
LEGALITY

Digital proof that an individual is who they
say they are

Digital document authenticity and was not
altered after signature

Ability to verity signed-document integrity,
non-repudiation and regulatory compliance
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Engineering firm building international airports

From: Delays from wet signatures on
physical engineering document submissions

To: Digital eSignatures with Remote ID
Verification for notary-like trust and
timestamping of digital submissions
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Adobe Firefly Al

From: Fear and distrust regarding Al-
generated content

To: Timestamps and object authenticity to
identify Al content and lay foundation for
future Content trasparency ledger (C2PA)
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European government entity

From: Modified images, including deep fakes
used for fraudulent claims or violations

To: Timestamps used in photos or videos
documenting accidents, violations and even
crime
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THEPARADOXOF =
QUANTUM COMPUTING [, |2

Accelerate discovery and innovation

"Harvest Now, Decrypt Later” attacks
“Verity Now, Forge Later” attacks




DIGICERT PQC SOLUTIONS

PQC

ADVISOR
PROGRAM

PQC

PLAYGROUND

labs.digicert.com

FULL

PRODUCT
SUPPORT
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GREAT SESSIONS
GREAT INSIGHTS
GREAT CUSTOMERS
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