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CERTIFICATE
MANAGEMENT IS
REALLY IMPORTANT

- Everyone
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REALITY

57% said they have incurred costs
upwards of $100,000 USD per outage

According to respondents,

the top two change drivers* were:

1. Desire to reduce the risk of data breaches
2. Gain visibility over certificates and keys

*2023 Forrester study
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Microsoft SharePoint outage caused --

by use of wrong TLS certificate

@MSFT365Status Hey, any issues with SharePoint Online/OneDrive at

the moment? We're getting SSL certificate errors! UK tenant... so the
sharepoint.de is a little concerning.
Your connection isn't private

Attackers might be trying to steal your il ion from tophhie. int.com (for
example, passwords, messages or credit cards).

NET::ERR_CERT_COMMON_NAME_INVALID

e Advanced

This serve dn't prove that it's tophhie.sharepoint.com; its security certificate is
from *.sharepo This may be caused by a misconfiguration or an attacker
intercepting your col .

Continue to tophhie.sharepoint.co afe)

3:14 PM - Jul 24, 2023 - 427 Views

The Hacker News __
alware Attack on CircleCl Engineer’s -
aptop Leads to Recent Security Incident

D circleci

ervice CircleCl said the "sophisticated el wobs VentureBeat <

place on December 16, 2022, and that the,
nt undetected by its antivirus software. ance v Security v Data Infrastructure v Automation v

Report: 69% of orgs
report multicloud

security configurations
led to data breaches or
exposures

Elon Musk & [2 - Apr7,2023 ¥
' @elonmusk - Follow

Sorry, slight glitch with @SpaceX Starlink. Coming back

online now.

¥ Elon Musk & 2
@elonmusk - Follow

gexpired ground station cert. We're
scrubbing tiMgystem for other single-point
vulnerabilities.

6:00 PM - Apr 7, 2023



https://www.businesswire.com/news/home/20230830994935/en/Nearly-60-of-All-Data-Breaches-Attributed-to-Avoidable-Digital-Certificate-related-Management-Issues-According-to-recent-Independent-Study
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CONVERGED PKI

Managed PKI
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OUR UNIVERSE
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Your |leadership is key to our collective success. T

Credit: Space.com




WHAT IS THE PKI 3.0 MOMENT

Disparate Certificate Roots

Active Director ) ‘ AWS
E‘- Certificate Serv)i/ces ‘ Let S n l 3¢ [| certificate
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PROLIFERATION OF DYNAMIC SERVICES .

Private & Public K8S
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1 Million Containers and 100x Pods with key rotation every day/week/month




IMPORTANCE OF BEING A CA

It's really important...

Public Private
Root Root —

Offline

'

HSM HSM

N -

CAPEX/OPEX Savings, Extensibility, Control, Visibility, Flexibility, Speed, Crypto Agility...
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MY COMPASS

and your sextant

= |© 2024 DigiCert. All rights reserved.




QUANTUM SAFE

Do you have a defined timetable?

Public

Legacy
Clouds

Networks

GOVERNANCE

Private Clouds K8S
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MAKE A PLAN _

We are here to help

TAKING STEPS TO BECOME MORE CRYPTO AGILE

° Discovery: The first step to gain visibility & control of certificate environment

Q Automation: Save time & reduce risks by eliminating manual renewal & installation process
° Managed PKI: Transition from legacy PKI for centralized management & control

° Key Management: Follow secure key management practices; perform key ceremony

° Policy & Compliance: Define and embed policies & practices in your PKI environment
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CNCF GRADUATE PROJECTS _

= spiffe i SPIRE

s
Secure Production Identity Framework for Everyone

SPIFFE and SPIREsiovide a uniform identity
control plane acrods.medern and heterogeneous

spiF] {/ér i:tfj) inFe tity . e .
| ﬁ? g 1 E:Lau é1 .. where the authority component identifies the trust domain

.. and the path component is an entity within the trust domain




SVID _

SPIFFE Verifiable Identity Document (SVID) ~-

SVID:
.. a document
.. containing a SPIFFE ID
.. Signed by an authority in the trust domain
.. defined for both X.509 certificates and JWT

SPIFFE Bundle
SPIFFE Bundle:

a collection of authorities

scoped to a trust domain

used to validate SVIDs belonging to the trust domain
also called the “trust domain bundle™ or just “trust bundie™
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TRUST DOMAIN

spiffe://trust-domain/entity namespace
spiffe://prod.trust-domain/entity security boundary
spiffe://sales.trust-domain/entity administrative domain
spiffe://accounts.trust-domain/entity different administrative domain

Certificate anchored by one or more CAs

Authority

© 2024 DigiCert. All rights reserved.
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SPIFFE WORKLOAD AP .

Defining Secure Workflow

Workload API:
.. services (unauthenticated) workloads

.. provides X.509 and JWT SVIDs
.. provides bundles for authenticating SVIDs

.. Streams updates

.. solves the secret-zero problem for workloads

Workload

— |© 2024 DigiCert. All rights reserved.




SPIFFE FEDERATION API _

One-way Requests for Trust

Federation API:
.. interoperable way to obtain SPIFFE bundles

.. facilitates authenticating SVIDs from foreign trust domains
.. one-way

Quick method for Trust Domains to exchange key material
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SPIFFE FRAMEWORK FOR DYNAMIC TRUST _

SPIFFE:
.. cryptographic
.. verifiable

.. secret-zero

.. frequently rotated
.. federate-able

.. hamespaced

.. uniform identity
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SPANNING ALL ENVIRONMENTS .
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SPIFFE implementation to manage workload identity
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