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10T ADOPTION IS EXPONENTIALLY GROWING

“Global IoT connections grew
by 18% in 2022 to 14.3 billion
active loT endpoints”

-loT Business News

“Security Concerns: Ensuring secure
data exchange between devices while
maintaining interoperability is a

complex challenge, given the varying
security protocols and standards.”
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Interoperability in loT Ecosystems: Navigating
Challenges and Strategies

By Marc Kavinsky, Lead Editor at IoT Business News.

As the Internet of Things (loT) continues to expand, interoperability within loT ecosystems has
emerged as a critical issue. With an ever-growing number of |oT devices and platforms, ensuring
these systems can effectively communicate and work together is paramount. This article delves
into the challenges of interoperability in loT ecosystems and discusses strategies to overcome
these hurdles, ensuring seamless integration and functionality.

Understanding Interoperability in loT

loT ecosystems are rapidly evolving, encompassing a wide array of devices from home
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THE IMPORTANCE OF DEVICE TﬁUST
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Potential financial damages, data loss, regulatory violation, or loss of customer trust

Consumer loT
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Stranger hacks into baby monitor, tells
child, 'l love you'

9:35 PM CST

By Dennis Romero

A stranger hacked a Seattle couple's baby monitor and used it to peer
around their home remotely and tell the pair's 3-year-old, "I love you," the
child's mother said.

195% 1 in devices
by 2030
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Researchers uncover software flaws leaving
medical devices vulnerable to hackers

= aw BUSINESS.

By Sean Lyngaas, CNN Business

Published 7:04 AM EST, Tue November 9, 2021

New York (CNN Business) — Researchers say they have found more
than a dozen vulnerabilities in software used in medical devices and
machinery used in other industries that, if exploited by a hacker,

could cause critical equipment such as patient monitors to crash
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Feds Uncover a “‘Swiss Army Knife” for
Hacking Industrial Control Systems

The malware toolkit, known as Pipedream, is perhaps the most versatile tool
ever made to target critical infrastructure like power grids and oil refineries.

MALWARE DESIGNED To target industrial control systems like power grids, factories,

water utilities, and oil refineries represents a rare species of digital badness. So when

the United States government warns of a piece of code built to target not just one of

$1.7 TRILLION




REGULATIONS ARE DRIVING SECURITY !

Device Cybersecurity Regulations

California EU General Data loT
Consumer Protection ENISA IoT Cybersecurity

) : Security
Privacy Act Regulation Standards Improvement

EU
Cybersecurity

Act

(CCPA) (GDPR) Act of 2020

' US Cyber Trust Federal Exchange
EU Executive Mark Labeling Data Breach EU NIS Directive 2

Order 14028 Program Notification Act

EU Cyber
Resilience Act
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FDA Cybersecurity

Industry-Specific Focused Device Regulation

Federal Motor The loT Energy 215t Century
Cures Act CSA Matter

Vehicle Safety Cybersecurity Guide Independence and
Standards (FMVSS) (Singapore) Security Act (EISA)

Guidelines for
Medical Devices
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A COMPLEX GLOBAL REGULATORY MAP _

United Kingdom European Union

« PSTI (Secure by Design) + Cyber Resilience Act
« Cybersecurity Act: loT Certification Scheme
« Radio Equipment Directive: Delegated Act for Cyber Security
+ European Union Medical Device Regulation (MDR)
» European Union NIS2
«  UNECE WP.29 R155
+ GDPR

United Arab Emirates
* |loT Regulation Policy

Finland

./. « Tietoturvamerkki

Oman
» loT Security Regulatory Framework

China
+ Guidelines for the
Canada®— - Construction of loT Basic
« PIPEDA Security Standard
Systems
UsAa @ ®
+ Cybersecurity State laws: California, Oregon, and more ®&——— @ Japan

« FDA premarket submissions for medical devices
+ FDA post market management of medical devices
* Cyber Trust Mark

«  The loT Cybersecurity Improvement Act ./.Vietnam

« List of Baseline Cyber Security
Requirements for Consumer loT

.\0 Singapore

India  loT Cybersecurity Labelling
» Code of Practice Scheme
— Consumer loT

* loT Security Safety Framework

Brazil ® ®
» Requisitos de seguranga cibernética
para equipamentos para telecomunica¢Bes

@& ————o Australia
« Code of Practice

Kingdom of Saudi Arabia Thailand
* loT Regulatory Framework « 10T cyber security regulation
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CREATION TO CESSATION — DEVICE LIFECYCLES

From factory floors to final off-switch, securing devices regardless of where they start
or end their journey
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Regulatory Compliance
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Device Software Manufacture In Field
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CHALLENGES FOR DEVICE MANUFACTURERS
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Compliance with evolving loT cybersecurity regulations
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DESIGN - DEVELOP BUILD DEPLOY
Device Software Manufacture In field
- « Counterfeit * New & evolving

* Achieving . Software with devices threats

compliance | bilit

vuinerabiiities « Key distribution » Software updates

» Hardware . Weak C

security eak Crypto « Unauthorized « Device

software deployments

Centralized device security visibility and management
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BEST PRACTICES FOR PRODUCT SECURITY
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Compliance with evolving loT cybersecurity regulations
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DESIGN - DEVELOP BUILD DEPLOY
Device Software Manufacture In field
. Software « Continuous
 Crypto agility & 1 » Hardware- threat monitoring
. vulnerability . -
compliance . backed identities
scanning  Secure software
» Secure hardware * Validated * Cert distribution Uplekitas
integration software signing & management » Zero touch
provisioning

Centralized device security visibility and management
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HEALTHCARE & 1oMT — REGULATORY,
OPERATIONS, AND CONSISTENCY

Challenge:

» Global silos

» Rising operational costs
» Regulatory navigation

Solution:
» Centralized security governance
« Cross-department collaboration

Impact:

» Corporate philosophy alignment

» Financial and compliance gains

» Enhanced care recipient well-being

Trigger:
« CPSO initiative to consolidate technology, improve security,
reduce technical debt.
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THE EVOLUTION OF DEVICE TRUST

'

Device Trust

: A comprehensive security platform for end-
Device Trust Manager to-end protection of loT products.

A toolkit for loT device security, enabling
TrustCore SDK developers to incorporate security directly

into the device.
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DEVICES IN THE TRUSTED 10T ECOSYSTEM _

CRYPTO AGILITY & COMPLIANCE e—

CLOUD
SECURE HARDWARE INTEGRATION eo— PLATFORM

SOFTWARE VULNERABILITY
SCANNING

VALIDATED SOFTWARE SIGNING e—

digicert
Device Trust
Manager

PRODUCT SECURITY SOLUTION

HARDWARE-BACKED IDENTITIES e—
CERT DISTRIBUTION & MANAGEMENT e—
CONTINUOUS THREAT MONITORING e—

SECURE SOFTWARE UPDATES e— CONNECTED
PRODUCT

ZERO TOUCH PROVISIONING eo—

digicert

TrustCore SDK
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