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Training Videos ~

e SSL/TLS Fundamentals (0:52)

e SSL/TLS Deep-Dive (0:45)

e SSL/TLS Risks and Vulnerabilities (0:27)
e  SSL/TLS Industry Trends (0:38)

https://vimeo.com/showcase/8411250
https://m.youtube.com/user/digicertss|

SSL Best Practice Workshop Student Guide

https://www.digicert.com/digicert-tls-ssl-certified-
expert/#tdownloads

NIST SP 1800-16: Securing Web Transactions:
TLS Server Certificate Management

https://csrc.nist.gov/publications/detail/sp/1800-
16/final

TLS Best Practice eBook

https://www.digicert.com/resources/tls-best-
practices.pdf

SSL/TLS and PKI History

https://www.feistyduck.com/ssl-tls-and-pki-

history/
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Baseline Requirement

https://cabforum.org/baseline-requirements-documents/
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https://cabforum.org/extended-validation/

TLS 1.2 (RFC 5246)

https://tools.ietf.org/html/rfc5246

TLS 1.3 (RFC 8446)

https://tools.ietf.org/html/rfc8446

OCSP (RFC 6960)

https://tools.ietf.org/html/rfc6960

SNI (RFC 6066)

https://tools.ietf.org/html/rfc60664#section-3

CAA (RFC 6844)

https://tools.ietf.org/html/rfc6844
https://www.digicert.com/blog/new-caa-requirement-2/

HSTS (RFC 6797)

https://tools.ietf.org/html/rfc6797

HTTP/2 (RFC 7540)

https://tools.ietf.org/html/rfc7540

ACME (RFC 8555)

https://tools.ietf.org/html/rfc8555

AMP & SXG

https://www.digicert.com/google-amp-security-solutions/
https://www.digicert.com/blog/googles-sighed-http-exchange-
solution-displays-publisher-urls-for-amp-pages-via-tls/

Delegated Credentials

https://blog.cloudflare.com/keyless-delegation/

Certificate Transparency

https://www.certificate-transparency.org/

US Government Compliance
Guide

https://https.cio.gov/guide/#compliance-and-best-practice-checklist
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H#TEF SSL(Always-on SSL) https://otalliance.org/resources/always-ssl-aossl
https://casecurity.org/2016/09/30/always-on-ssl/
https://www.digicert.com/always-on-ssl.htm

OpenSSL www.openssl.org
https://www.feistyduck.com/books/openss|-cookbook/
— B 72 CSR VERR 5 125 https://www.digicert.com/csr-creation.htm

—fB¢ i 7 SSL/TLS ZFBHZE > | https://www.digicert.com/ssl-certificate-installation.htm
A VA —=NVTTE
ZFAZE D 7 7 4 A7 + —= | https://knowledge.digicert.com/generalinformation/INFO4448.html
v b

E-Z7 —=>7 (YouTube)

Cryptography Overview (8:31)

Symmetric vs. Asymmetric Encryption (4:18)
Public Keys and Private Keys (4:10)

Session Keys (4:22)

Block vs. Stream Ciphers (3:13)

Hashing (3:30)

Perfect Forward Secrecy (3:38)
Cryptographic Hash Functions (7:04)
Symmetric Encryption Ciphers (6:42)
Asymmetric Cryptography Algorithms (2:36)
Certificate Authorities (2:52)

Key Revocation (3:31)

Digital Certificates (3:01)

Public Key Infrastructure (3:33)
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