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1 How to Issue Personal ID Certificates (Admin)
The process for issuing any of the Client Certificates is the same:
I.  (If Required) Admin creates the Certificate Signing Request (CSR).

ii.  Admin fills out the Client Certificate request form.
ii.  User waits for approval.

Because the form for requesting any of the Client Certificates is similar, we will provide
instructions for requesting a Premium Certificate and note any differences between the
Premium Certificate request form and the other types of Client Certificate request forms.

You can use this instruction for the following certificates:

e Digital Signature Plus
e Email Security Plus

e Authentication Plus
e Premium

How to Request a Premium Client Certificate
1. Inyour CertCentral account, do one for the following:
a. Option 1: Unfamiliar with certificate choices and the requesting process

I. Inthe sidebar menu, click Request a Certificate and then under All
Products, click Product Summary.

QOdigicert® | CERTCENTRAL®

# REQUEST A CERTIFICATE ALL PRODUCTS

Product Summary

DASHBOARD
SSL CERTIFICATES

CERTIFICATES Cloud

SSL Plus

2 INSPECTOR N giCert Certificates
Multi-Domain SSL

ates that need to be renewed

MONITOR WildCard Plus
EV SSL Plus 2
) FINANCES EV Multi-Domain
ACCOUNT PRIVATE SSL CERTIFICATES 'z HH
60 90
Private Multi-Domain SSL Pays till expiration

SETTINGS

kR Source: DigiCert Expiring Certificates

Private SSL Wildcard
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On the Request a Certificate page, select Client Certificates.

Request a Certificate

SSL Certificates Private SSL Certificates | Client Certificates Code Signing Certificates

Digital Signature Plus Prem um
A DigiCert Premium Certificate provides secure email services and client authent
Email Security Plus encrypt and digitally sign email communications.

- Note: This certificate does not include private key escrow and recovery.
Authentication Plus

e Client authentication
_ e Document signing (with programs that support digital signatures. For pro
Approved Trust List, please utilize a Document Signing product)
© Email encryption

e Email signing

Order Now

On the Client Certificates tab, select Premium and then, click Order Now.

b. Option 2: Familiar with certificate choices and the requesting process

In the sidebar menu, click Request a Certificate and then under Client
Certificates, select Premium.

["‘ REQUEST A CERTIFICATE EV SSL Plus

EV Multi-Domain

«Il DASHBOARD
PRIVATE SSL CERTIFICATES

CERTIFICATES Private Multi-Domain SSL

Private SSL

INSPECTOR
Private SSL Wildcard

MONITOR CLIENT CERTIFICATES

Digital Signature Plus
FINANCES

Email Security Plus
ACCOUNT Authentication Plus

Premium

{3 SETTINGS
CODE SIGNING CERTIFICATES




2. Onthe Request a Client Certificate page, under Certificate Settings, enter the following
settings information:

*QOrganization: In the drop-down list, select the organization for which you are
requesting the Client Certificate.

The organization's name appears on your Client Certificate.
Organization Unit:  Enter the name of your department, group, etc.
*Signature Hash: In the drop-down list, select a signature hash (e.g., SHA2).

*Validity Period: Select a validity period for the certificate: (1 Years, 2 Years, or 3
Year).

Request a Client Certificate

CertCentral Sales Test ~

Certificate Settings

Type

Premium

* Organization

DigiCert, Inc.

Organization Unit

* Signature Hash

SHAI v

Validity Period

1 Year
2 Years

© 3 Years
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3. Under Order Options, in the Automatic Renewal drop-down list, select how often you
want the certificate to be automatically renewed.

Order Options

Automatic Renewal @

Don't automatically renew

4. Under Certificate(s) to Request, enter the following Recipient Details:
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Recipient Name
(Common
Name)

Recipient Email

Enter the recipient's name (e.qg., John Doe) as you want it to
appear on the Client Certificate.

CSR Note: If you need to use a CSR to create your certificate,
enter the fully qualified domain name (e.qg.,
www.example.com).

Enter the recipient's email address (e.g., john.doe@example.com)
that you want to appear on the Client Certificate.

This email address is used to send the recipient an email so
that they can generate their Client Certificate.

Multiple Email Addresses Note:

You can enter multiple email addresses if needed; note that all
the email addresses appear on the Client Certificate.

When entering multiple email addresses, make sure to use
commas to separate them (e.g., john.doe@example.com,
John.doe@example2.com, jdoe@example3.com).

The first email address listed is used to send the recipient an
email so that they can generate their Client Certificate.

* Recipient Details

Certificate(s) to Request

Recipient Name (Common Name) |

Recipient Email

Recipient CSR (optional)

If you leave the CSR blank, the recipient can generate this at the time of issuance] Click to upload a CSR




Recipient CSR (Only if required) If you need to use a CSR to create your
(optional) certificate, in the Recipient CSR (optional) box, do one of the
following:

CSR Note: Only the Public Key embedded in the CSR is used
to create your Client Certificate. All other fields in
the CSR are ignored.

Upload your CSR.  Click the Click to upload a CSR link to
browse for, select, and open your CSR
file.

Paste your CSR. Use a text editor to open your CSR file.
Then, copy the text, including the ——
BEGIN NEW CERTIFICATE REQUEST—-
- and —-END NEW CERTIFICATE
REQUEST——-tags, and paste it in to the
request form in the area provided.

----- BEGIN NEW CERTIFICATE REQUEST-----
MIICvDCCRaQCAQAWdzEIMAKGALUEBNMCVVMXEJAQBgNVBAGTCV1vdXIJTdGFOZTER
MABGALUEBxMIWWS1ckNpdHkxCzAJBgNVBASTAk1UMRowGAYDVQOKEXFZb3VyQ29t
cGFueSwgSWSJLjEYMBYGALUEAXMPA3d3LmV4YW1lwbGUuY29tMIIBIjANBgkghkiG
SwOBAQEFAAOCAQBAMIIBCgKCAQEA379BFFxfACdXsUkZwrQka/nA1Kbo+ISDAW32
+/5Rx]j /KtXVddscKWlobHGpMKPwdme JqOpQwikIChYjSUQSpPKzdGpccDME /ecF0
J7EaQ2szLvSAqdRQwZAaek8SmocVmd3LxEOX4VvALBOMLHVEBS /vhY£GECLIbe31
RAEbdXyHDtHk1RRCIVQCEJTWBWENAD3I37vmHW7QO0REFYUca4£cJh7RVEJHSywqwx
TpVE£aDbZPuTgUhw7wksKNFxccGOxcTMr /+GrciHEuZ0chg86CBPSRIyLpp2 +RMSE
merMEYm9065] 7vEYaKEJUOJtASMIs/Z]aXfS1LjXurLUOnCOQQIDAQARCARWDQY T
KoZIhvcNAQEFBQADGgEBAK1SSgoyAYOpenrQ2EvCGlizrK1kS3DEBJInAiPINHE IR
/qdTYR+/8Dr/hMcwwUSThGAVEE8eMkk6tUNWAdPZ3C904Ts2Z+ENELOSGAOFc4rw
ix7vbl5vSXe3shGijRGIzzHVGRoR3r7xQtIuMaDAr3x1VEjHbcvZTcpX0KbgeHLG
NLA4CXsOI4KGwu4FX£SzJEGb3gEJD8HaMP8VEBexr5G0owv/g/32/1/b0g37kAcUwk
M2eDsvPhMx/pENGbnLPe4XMyTNPiEdzFnaY¥tUy2BDcXj3ZQEWXRWK1ERggS/YeWI
cb£5ziuNmlDEZ24NBtStpCNz£GviKT &/ RYLWg3dMaKxe=

5. To add additional Client Certificate recipients, click the Add Another Certificate link and
enter the recipient’'s Recipient Details.

+ Add Another Certificate
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6. Additional Information

If your company/organization has added any custom fields to your certificate request
form, enter the additional information, required and optional.

Additional Information

*Add Order number and associated PO

Email list

Required Field 2

Country

7. Under Payment Information, one of the following:
a. Pay with Contract Terms

If you have a contract and want to use it to pay for the certificate request,
continue to step 8.

Note: If you have a contract, it is the default payment method.

Payment Information

Exclude from contract terms @
Payment Method

© This request will be deducted from your contract limits.

b. Exclude from Contract Terms and Pay with Account Balance

If you don't want to or can't use your contract terms to pay for the certificate, you
can pay for the certificate by billing it to your account.

i.  Check Exclude from contract terms.
ii.  Select Bill to account balance and continue to step 8.

Note: If you need to deposit funds before continuing with the
certificate order, click the Deposit link. Be aware that when you
click the link you are taken to another page inside CertCentral,

Page |8



Page |9

and the information that you have entered about the certificate
is not saved.

Payment Information

| £ Exclude from contract terms © I

Payment Method

Io Bill to account balance I

Deposit Funds

© You will be invoiced monthly for any negative account balance. If your account balance reaches -$2000, your certificate
requests will not be able to be approved

Bill to credit card

c. Exclude from Contract Terms and Pay with Credit Card
If you don't want to or can't use your contract terms to pay for the certificate, you
can pay for the certificate by billing it to a credit card.

i. Check Exclude from contract terms.

ii. Select Bill to credit card and then do one of the following options:

1. Use One of the Credit Cards Listed

a.

Under Selected Card, select one of the available cards.

© Bill to credit card

Selected Card Name on Card Exp Date
| © visa Client Certificate requests Jan Doe 01/2021
oscvey EV Certificate orders John Doe 01/2020

O Another Credit Card

Manage Credit Cards

2. Add a Different Credit Card

a.

Under Selected Card, select Another Credit Card.

© Bill to credit card

Selected Card Name on Card Exp Date
(O wisa Client Certificate requests Jan Doe 01/2021
ey EV Certificate orders John Doe 01/2020

® Another Credit Card




b. Under Credit Card Details, type your credit card
information (i.e., card number, etc.).

Credit Card Details

Credit card number Expiration date cCwW @

01 v 2016 v

c. Then, under Billing Information, do one of the following:

Use account’s To use your account's billing

billing contact  contacts information for the credit

information card, check the Same as billing
contact for this account box.

Add your billing  Type your billing information (i.e.,
information Name on card, Country, etc.).

Billing Information

I Same as the billing contact for this account

Name on card

Country

USA v

Address 1 Address 2

City State Zip Code

Alabama v

d. Under Credit Card Options, do any or none of the following:

Do Not Save the a) Uncheck Save this credit card.

Credit Card , ,
b) The credit card will not be

added to your account. If you
want to use the credit card
again, you will need to reenter
its information in your account.

Save the Credit To Save the Credit Card, do 1 or
Card more of the following:

a) Check Save this credit card.
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b) (Optional) Under Card Name,

type a name for the credit card
that will be helpful when using
or identifying the card (i.e., Pay
Account Balance).

Note: If no name is provided,
the card name defaults
to the card type and
last four digits of the
card number (i.e.,, AMEX
HHHH).

(Optional) If you want to use
this credit card as the default
credit card for your account,
check Set this as the default
credit card.

Note: This option does not

appear when adding your
first credit card. The first
credit card added to your
account is automatically
set as the default credit
card.

Credit Card Options

Save this credit card

Set this as the default credit card|

8. Under Certificate Services Agreement, read through the terms of service, making sure
you understand the terms and then, check | agree to the Under Certificate Services
Agreement above.

Terms of Service

[ @ ! agree to the Terms of Service above ]

T N

Page |11



9. When you are finished, click Submit Certificate Request.

10. You should be taken to the certificate’s Manage Order # page where you can see the
status of the email address verifications. Each of the email addresses listed in the
certificate request is sent an email that contains a link so that the recipient can validate
that they own that email address. If the certificate recipient loses a validation email, you
can resend it. See How to Resend an Email Validation for DigiCert “Client Certificate”
Email.

On the Orders page (Certificates > Orders), the certificate should be listed with the
Status of Pending.

11. After all email addresses are validated, the Create Your DigiCert “Client Certificate”
email is sent to the first email address on the list so that the recipient can create their
Client Certificate.

After the recipient creates the Client Certificate, on the Orders page (Certificates >
Orders), the certificate should be listed with the Status of Issued.

12. CSR Note:

If you submitted a CSR, you do not receive an email with a link to create your Client
Certificate. Instead, after the recipient validates their email address(es), they receive an
email with the Client Certificate attached.

For instructions on how to install the Client Certificate, see (Windows) Importing Your
Personal ID Certificate.
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2 Generating Your Personal ID Certificate

After your administrator issues your Personal ID, you should receive a Create Your
DigiCert...Certificate email. The email contains a link that takes you to the Generate your
DigiCert...Certificate page, where you will generate your Personal ID Certificate.

Chrome Note:  Chrome does not support Client Certificate generation. If you want to use
your Client Certificate with Chrome, we recommend generating it in
Internet Explorer (PC) or Safari (Mac).

Microsoft Edge Note: Microsoft Edge does not support Client Certificates.

Make sure to note the browser used to generate your Personal ID Certificate; in case, you
need to export it. For example, if you need your Personal ID for email signing and encryption,
you will need to export your certificate and install it in your email client.

e Chrome Note: Chrome does not support Client Certificate generation. If you want to
use your Client Certificate with Chrome, we recommend generating it in Internet
Explorer or Safari (Mac).

e (Windows) Internet Explorer install the Personal ID Certificates in the Windows
Certificate Store. Both Chrome and Internet Explorer can access it.

e (Mac) Safari install the Personal ID Certificates in the Mac Certificate Store. Both and
Chrome and Safari can access it.

o Firefox installs the Personal ID Certificate in its own Certificate Store and only Firefox
can access it (Windows or Mac).

e Microsoft Edge Note: Microsoft Edge does not support Client Certificates. If Microsoft
Edge is your default browser, you must use Internet Explorer, Firefox, or Chrome to
user your Client Certificate.

2.1 How to Generate Your Certificate Personal ID Certificate

1. Open the Create Your DigiCert Certificate email.

| Create Your DigiCert Premium Certificate I

Q DigiCert s
Qdigicert

Hi Janet

You have been approved to create a DigiCert Personal ID Certificate (Premium)

Create your DigiCert Personal ID Certificate now by going to:

https://www digicert.com/link/pid-install. php?token=0123456789abc defgh

Thanks!

The DigiCert Team
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To open the Generate your DigiCert...Certificate page, do one of the following with the
Create your DigiCert Personal ID Certificate now by going to link:

To open the page in your default browser, simply click the link in the email.

ii.  Toopen the link in the browser of choice, copy and paste the link in the address

field the browser.
On the Generate your DigiCert...Certificate page, do the following:
Verify that the name, email address, and organization are correct.

ii.  Readthrough the Subscriber Agreement and then check | agree to the terms of
the subscriber agreement.

ii.  Finally, click Generate Certificate.

QOdigicert

Generate your DigiCert Premium Certificate
For technical assistance or to make corrections, contact your administrator.
DigiCert Personal ID Details
Name: Janet Van Dyne
Email Addresses: janet@pymsciences.com
Organization: Pym LLC

Subscriber Agreement:  ceqrieicate SUBSCRIBER AGREEMENT

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE PROCEEDING. THE PURPOSE OF A DIGITAL
CERTIFICATE IS TO BIND YOUR IDENTITY TO A PUBLIC-PRIVATE KEY PAIR. BY OBTAINING OR
USING A CERTIFICATE ISSUED BY DIGICERT, YOU AGREE TO:

- PROTECT YOUR PRIVATE KEY WITH A STRONG PASSWORD AND NOT REVEAL IT TO ANYONE,

- REVIEW THE INFORMATION CONTAINED IN THE CERTIFICATE (NAME, EMAIL ADDRESS, AND
ORGANIZATIONAL AFFILIATION),

- NOTIFY DIGICERT OR YOUR SPONSOR IF YOUR INFORMATION IS INCORRECT, BECOMES
INCORRECT, OR IF YOU BELIEVE THAT YOUR CERTIFICATE IS NO LONGER A RELIABLE
INDICATION THAT YOU POSSESS SOLE CONTROL OF THE PRIVATE KEY,

I I¥! 1 agree to the terms of the subscriber agreement I

Your Personal ID will be valid for 1 year from the time it is issued. You have until April 23, 2015 to generate this certificate or
you will need to contact your organization administrator to request a new email.

Generate Certificate

You should receive the “Your DigiCert Personal ID should now be installed messages”.

Congratulations, you have successfully generated your Personal ID Certificate.

Qydigicert

DigiCert Personal ID Generated

[ Your DigiCert Personal ID should now be installed.




3 Managing Your Personal ID Certificate
3.1 (Windows) Exporting Your Personal ID Certificate

After you generate and install your Personal ID Certificate, you may need to export your
certificate so you can install it in your email client, to transfer it to a new computer, to use a
different browser to log into an account, etc.

Internet Explorer: How to Export Your Personal ID Certificate

Google Chrome: How to Export Your Personal ID Certificate

Firefox: How to Export Your Personal ID Certificate

3.1.1 Internet Explorer: How to Export Your Personal ID Certificate
1. InInternet Explorer, go to Internet Options.

() 25|

Print

File

Zoom (100%)
Safety

Add site to Apps

v v v

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems

Internet options

About Internet Explorer

2. In the Internet Options window, on the Content tab, click Certificates.

Internet Options ?

[ General ] Security I Privacy | Content [Comecﬁons I Programs I Advanced

Family Safety

Control the Internet content that can @T Family Safety

be viewed.

Certificates
Use certificates for encrypted connections and identification.

ClearsSLstate || Certiicates || Publshers

AutoComplete

e AutoComplete stores previous entries l Settings
% on webpages and suggests matches
for you.

Feeds and Web Slices
Feeds and Web Slices provide updated Settings
fy) content from websites that can be
read in Internet Explorer and other
programs.

oK | cancel | apply
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3. Inthe Certificates window, on the Personal tab, select your Personal ID Certificate and
click Export.

Intended purpose: |<AI> v‘

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| ¢ | *

Issued To Issued By Expiratio...  Friendly Name
DigiCert Test DigiCert Assured ID C... 4/26/2019  DigiCert Test's Di...

Import... | [ Export.. || Remove

Certificate intended purposes
Client Authentication, Secure Email

| vew |

4. In the Certificate Export Wizard, on the Welcome page, click Next.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

Next || Cancel
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5. On the Export Private Key page, select Yes, export private key and then, click Next.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
| (@) Yes, export the private key I
(O No, do not export the private key

6. On the Export File Format page, select Personal Information Exchange — PKCS #12
(.PFX), check Include all certificates in the certification path if possible, and then,
click Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER encoded binary X.509 (.CER)

() Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
["]1ndude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible
[ pelete the private key if the export is successful
[“]Export all extended properties

() Microsoft Serialized Certificate Store (.SST)

I Next Il Cancel
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7.
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On the Security page, do the following: check Password.

i.  Check Password.
i.  Inthe Password and Confirm password boxes, type your password.
ii.  Click Next.

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

["] Group or user names (recommended)

Add

Remove

[V]Password:
| S0 sseee |

Confirm password:
| sssssssnee |

On the File to Export page, click Browse, locate where you want to save the Personal
ID Certificate (w/private key) .pfx file, provide a file name (e.qg., myPersonalCert),
click Save, and then, click Next.

Note: Make sure to save the .pfx file in a location that you will remember.

File to Export
Specify the name of the file you want to export

File name:

C:\Users'ken.martin\Documents\ClientCertificate.pfx




9. Onthe Completing the Certificate Export Wizard page, review the settings and then,
click Finish.

(©) = Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:
Export Keys Yes
Indude all certificates in the certification path Yes
File Format Personal Information Exchange (*.pfx]
< >

Cancel

10. When you receive “The export was successful” message, click OK.

You have now exported your Personal ID Certificate w/private key as a .pfx file.

3.1.2 Google Chrome: How to Export Your Personal ID Certificate
1. In Chrome, go to Settings.

New tab Ctrl+
New window Ctrl+N
New incognito window  Ctrl+Shift+N
History ’
Downloads Ctrl+)

Bookmarks >
Zoom - 100% <+ “a

Print... Ctrl+P
Find... Ctrl+F

More tools »

Edit Cut Copy Paste

Help ’

Exit Ctrl+Shift+Q

Page |19



2. Onthe Settings page, below Default browser, click Show advanced settings.

Settings

On startup
‘ Open the New Tab page
() Continue where you left off

() Open a specific page or set of pages. Set pages
Appearance
Get themes | Reset to default theme

[C] Show Home button

O Always show the bookmarks bar

Search

Set which search engine is used when searching from the omnibox.

Google ¥ || Manage search engines...

People

[ J
«» Person 1 (current)

(@ Enable Guest browsing

¥ Let anyone add a person to Chrome

\ Add person... Edit... Remove.. | Import bookmarks and settings...

Default browser

\ Make Google Chrome the default browser ‘

Google Chrome is not currently your default browser.

| Show advanced settings... |

3. Under HTTPS/SSL, click Manage certificates.

HTTPS/SSL

I Manage certificates... I

Google Cloud Print
Set up or manage printers in Google Cloud Print. Learn more

} Manage ‘

[] Show notifications when new printers are detected on the network

Accessibility

Add additional accessibility features

System

W Continue running background apps when Google Chrome is closed

| Use hardware acceleration when available
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4. In the Certificates window, on the Personal tab, select your Personal ID Certificate and
click Export.

Intended purpose: |<AI> v‘

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| ¢ | *

Issued To Issued By Expiratio...  Friendly Name
DigiCert Test DigiCert Assured ID C... 4/26/2019  DigiCert Test's Di...

Import... | [ Export.. || Remove

Certificate intended purposes
Client Authentication, Secure Email

| vew |

5. Inthe Certificate Export Wizard, on the Welcome page, click Next.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

Next || Cancel
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6. On the Export Private Key page, select Yes, export private key and then, click Next.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

I (®) Yes, export the private key

(O No, do not export the private key

7. On the Export File Format page, select Personal Information Exchange — PKCS #12
(.PFX), check Include all certificates in the certification path if possible, and then,
click Next.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER encoded binary X.509 (.CER)

() Base-64 encoded X. 509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
[T]1ndude all certificates in the certification path if possible

(® Personal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible
[ pelete the private key if the export is successful
["]Export all extended properties

() Microsoft Serialized Certificate Store (.SST)
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8. On the Security page, do the following: check Password.
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I. Check Password.
ii. Inthe Password and Confirm password boxes, type your password.
iii. Click Next.

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

["] Group or user names (recommended)

Add

Remove

Password:

Confirm password:

On the File to Export page, click Browse, locate where you want to save the Personal
ID Certificate (w/private key) .pfx file, provide a file name (e.qg., myPersonalCert),
click Save, and then, click Next.

Note: Make sure to save the .pfx file in a location that you will remember.

File to Export
Specify the name of the file you want to export

File name:

C:\Users'ken.martin\Documents\ClientCertificate.pfx




10. On the Completing the Certificate Export Wizard page, review the settings and then,
click Finish.

(©) = Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Name C:\Users\ken.martin\Documents\Client

Export Keys Yes
Indude all certificates in the certification path Yes
File Format Personal Information Exchange (*.pfx]

11. When you receive “The export was successful” message, click OK.

You have now exported your Personal ID Certificate w/private key as a .pfx file.

3.1.3 Firefox: How to Export Your Personal ID Certificate
1. In Firefox, go to Options.

ve 93 a0 F
A Cut g Copy &  Paste
- 100% +
New Window  New Private Save Page
Window
s
a 0O &
v
Print History Full Screen
Find Options Add-ons
Developer
() Signinto Sync
Customize (7] O
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2. On the Options tab, in the sidebar menu, click Advanced, next, click
the Certificates tab, and then, click View Certificates.

| € | O Firefox  about:preferences#advanced C || Q Search

Advanced
General Data Choices Network Update Certificates
Requests

When a server requests my personal certificate:
Select one automatically
@ Ask me every time

v | Query OCSP responder servers to confirm the current validity of certificates

Advanced

| View Certificates | Security Devices

3. In the Certificate Manage window, on the Your Certificates tab, select your Personal
ID Certificate and click Backup.

IYOUf Certificatesl People | Servers I Authorities | Others |

You have certificates from these organizations that identify you:

Certificate Name Security Device Serial Number Expires On B
4DigiCert Inc
DigiCert Test Software Security Dev... 01:F5:D1:9C:0E:71:C2:... Friday, April 26, 2019

View... I | Backup... | ’Bacl_(upAlI...‘ ‘ Import... ‘ ’ Delete... ‘
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4. In the File Name to Backup window, go to where you want to save the Personal ID
Certificate (w/private key) .p12 file, provide a file name (e.qg., myPersonalCertificate),
and then click Save.

Note: Make sure to save the .p12 file in a location that you will remember. A .p12 file
uses the same format as a .pfx file. If you want, you can change the extension
to .pfx and resave the file as a .pfx file if needed.

1 @ » ThisPC » Downloads v ¢ Search Downloads

Organize v New folder

3¢ Favorites Date modified Type

Bl Desktop
|8 Downloads
%] Recent places

No items match your search.

1M This PC

‘i Network

File name: | ClientCertificate.p12
Save as type: | PKCS12 Files (*.p12)

‘4 Hide Folders

5. Inthe Choose a Certificate Backup Password window, create a Certificate backup
password and then, click OK.

The certificate backup password you set here protects the backup file that you are about to create. You
must set this password to proceed with the backup.

Certificate backup password: | escscscsce

Certificate backup password (again): I ..........|

Important: If you forget your certificate backup password, you will not be able to restore this backup
later. Please record it in a safe location.

Password quality meter
.|

6. When you receive the “Successfully backed up your security certificate(s) and private
key(s)” message, click OK.

You have now exported your Personal ID Certificate w/private key as a .p12 file.
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3.2 (Windows) Importing Your Personal ID Certificate

If you transferred to a new computer, or you want to use a different browser to log into an
account, you need to import your Personal ID Certificate into the appropriate Certificate
Store.

Internet Explorer: How to Import Your Personal ID Certificate

Google Chrome: How to Import Your Personal ID Certificate

Mozilla Firefox: How to Import Your Personal ID Certificate

3.2.1 Internet Explorer: How to Import Your Personal ID Certificate
1. InInternet Explorer, go to Internet Options.
Print

T 29|
File

»
Zoom (100%) »
Safety »
Add site to Apps

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems

Internet options

About Internet Explorer

2. In the Internet Options window, on the Content tab, click Certificates.

Internet Options ?

[ General ]Secun‘ty l Privacy‘\ Content | Connections ]Programs ]Advanced'

Family Safety
Control the Internet content that can @Family Safety
be viewed.

Certificates

Use certificates for encrypted connections and identification.

l Clear SSL state | Certificates I v Publishers l

AutoComplete
=& AutoComplete stores previous entries Settings
3 on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated &J
S

content from websites that can be
read in Internet Explorer and other
programs.

OK Cancel Apply
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3. Inthe Certificates window, on the Personal tab, click Import.

Intended purpose: I<AI> v|

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ | »

Issued To Issued By Expiratio...  Friendly Name

4. In the Certificate Import Wizard, on the Welcome page, click Next.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

[ Net || cancel
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5. On the File to Import page, click Browse.

File to Import
Specify the file you want to import.

| o]

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS 12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS %7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.55T)

In the File Explorer Open window, in the file type drop-down list, select Personal
Information Exchange (*.pfx;*.p12).

© 1 5l » ThisPC » Documents v ¢ | Search Documents »
Organize v New folder = v @
¢ Favorites Name ’ Date modified Type Size

I Desktop No items match your search.

m Downloads

2] Recent places
1% This PC

* Network

File name:

v [x509 Certificate ("cerrct) |

X.509 Certificate (*.cer;*.crt)

Personal Information Exchange (*.pfx;*.p12
Certificate Trust List (*.stl)

Certificate Revocation List (*.crl)

Microsoft Serialized Certificate Store (*.sst)
PKCS #7 Certificates (*.spc;*.p7b)

All Files (**)

Page |29



7. Locate and select your Personal ID Certificate .pfx or.p12 file, and then click Open.

€« (= 1T @ » ThisPC » Documents v ¢ Search Documents »r
Organize v New folder =~ [0 @
¢ Favorites Name ° Date modified Type Size
B Desktop [T ClientCertificate.pfx 3/26/2016 514 PM__ Personal Informati... gE|
m Downloads
%] Recent places
M This PC
ﬁ Network
File name: | ClientCertificate.pfx VI |Pefsonal Information Exchange V|
I Open I | Cancel I

8. On the File to Import page, click Next.

File to Import
Specify the file you want to import.

File name:

C:\Users'ken.martin\Documents\ClientCertificate.pfx ‘ | Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.SST)

9. On the Private key protection page, check Mark this key as exportable and Include all
extended properties.
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The Mark this key as exportable option enables you to export your Personal ID
Certificate w/private key should you need to in the future.

(€©) = Certificate Import Wizard
Private key protection
To maintain security, the private key was protected with a password.
Type the password for the private key.
Password:
I ssssssceee
[[]Display Password
Import options:
[[JEnable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.
Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.
Include all extended properties.
Cancel

10. In the Password box, type the password that you created when you exported your
Personal ID Certificate w/private key and then, click Next.

11. On the Certificate Store page, click Place all certificates in the following store, in the
Certificate store box, select Personal for the store, and then, click Next.

We recommend that you use this option so that intermediate and root certificates in
the .pfx or .p12 file are placed in the appropriate Certificate Store.

(©) = Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

[ (®) Place all certificates in the following store

Certificate store:

Personal Browse...

12. On the Completing the Certificate Import Wizard page, review the settings and then,
click Finish.
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13. When you receive “The import was successful” message, click OK.

You have now imported your Personal ID Certificate w/private key in to the Windows
Certificate store, and you can use Internet Explorer and Chrome to log in to your
account(s).

3.2.2 Google Chrome: How to Import Your Personal ID Certificate
1. In Chrome, go to Settings.

X =
New tab
New window
New incognito window
History ’
Downloads
Bookmarks »

Zoom - 100% + -

Print... Crl+P
Find... Ctrl+F

More tools »

Edit Cut Copy Paste

Help 4

Exit

2. Onthe Settings page, below Default browser, click Show advanced settings.

Settings

On startup
® Open the New Tab page
Continue where you left off
Open a specific page or set of pages. Set pages
Appearance
Get themes
Show Home button

Always show the bookmarks bar

Search

Set which search engine is used when searching from the omnibox.

Google || Manage search engines...

People

& Person 1 (current)

W Enable Guest browsing
W Let anyone add a person to Chrome

Add person... Import bookmarks and settings...

Default browser
Make Google Chrome the default browser

Google Chrome is not currently your default browser.

Show advanced settings..
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3. Under HTTPS/SSL, click Manage certificates.

HTTPS/SSL

Manage certificates...

Google Cloud Print

Set up or manage printers in Google Cloud Print. Learn more

[} Show notifications when new printers are detected on the network
Accessibility
Add additional accessibility features

System

Continue running background apps when Google Chrome is closed

Use hardware acceleration when available

4. Inthe Certificates window, on the Personal tab, click Import.

Intended purpose: |<AI> VI

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ | »

Issued To Issued By Expiratio...  Friendly Name

Export... Remove

Certificate intended purposes
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5. Inthe Certificate Import Wizard, on the Welcome page, click Next.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dlick Next.

[ Net || cancel

6. On the File to Import page, click Browse.

File to Import
Specify the file you want to import.

File name:

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.55T)

Next I | Cancel
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7. Inthe File Explorer Open window, in the file type drop-down list, select Personal
Information Exchange (*.pfx;*.p12).

© A El» ThisPC » Documents v ¢ | Search Documents )
Organize v New folder =~ I @
) Name . Date modified Type Size
¢ Favorites s
B Desktop

No items match your search.
|18 Downloads

%l Recent places
18 This PC

ﬁ Network

File name: v

(*.
Certificate Revocation List (*.crl)
Microsoft Serialized Certificate Store (*.sst)
PKCS #7 Certificates (*.spc;*.p7b)
All Files (**)

8. Locate and select your Personal ID Certificate .pfx or .p12 file, and then click Open.

© 1 | » ThisPC » Documents v| & | | Search Documents o
Organize v New folder = I @
2 Favorites Name ’ Date modified Type Size

B Desktop | 2 ClientCertificate.pfx 4/26/20165:14PM  Personal Informati.. 6 q

i Downloads

%l Recent places
1% This PC
€ Network

File name: | ClientCertificate.pfx v/ [personal ion Exchange v |

9. Onthe File to Import page, click Next.

X

File to Import
Specify the file you want to import.

File name:
C:\Users \ken.martin\Documents\ClientCertificate. pfx | [Bromse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS 12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

[Re ] [ |
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10. On the Private key protection page, check Mark this key as exportable and Include all
extended properties.

The Mark this key as exportable option enables you to export your Personal ID
Certificate w/private key should you need to in the future.

(€) = Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[]Display Password

Import options:

["]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indlude all extended properties.

Cancel

11. In the Password box, type the password that you created when you exported your
Personal ID Certificate w/private key and then, click Next.

12. On the Certificate Store page, click Place all certificates in the following store, in the
Certificate store box, select Personal for the store, and then, click Next.

We recommend that you use this option so that intermediate and root certificates in
the .pfx or .p12 file are placed in the appropriate Certificate Store.

@ =* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

I (®) Place all certificates in the following store ]

Certificate store:

Personal Browse...
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13. On the Completing the Certificate Import Wizard page, review the settings and then,
click Finish.

14. When you receive “The import was successful” message, click OK.

You have now imported your Personal ID Certificate w/private key in to the Windows
Certificate store, and you can Chrome and use Internet Explorer to log in to your
account(s).

3.2.3 Mozilla Firefox: How to Import Your Personal ID Certificate
1. In Firefox, go to Options.

e 93 a0 [F
X Cut g Copy 2 Paste
- 100% +
New Window  New Private Save Page
Window
a
a2 0 @
v
Print History Full Screen
Find Options Add-ons
Developer
€ Signinto Sync
EJ Customize (2] L')

2. On the Options tab, in the sidebar menu, click Advanced, next, click the Certificates
tab, and then, click View Certificates.

@ Mozl FirefoxStartPage X | £ Options x \ o+

€ | D Firefox aboutpreferences#advanced C || Q Search

@ Genera Advanced

Q Search

5 General Data Choices Network Update Certificates
Content

A Applications Requests

Q0 Privac When a server requests my personal certificate:
Privacy

Select one automatically

& Ssecurity @) Ask me every time

() Sle

v | Query OCSP responder servers to confirm the current validity of certificates

& Advanced

-~

View Certificates Security Devices
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In the Certificate Manage window, on the Your Certificates tab, click Import.

Certificate Manager “

People | Servers | Authorities | Others

You have certificates from these organizations that identify you:

Certificate Name Security Device Serial Number Expires On =23

OK

In the Certificate File to Import window, in the file type drop-down list, select PKCS12
Files (*.pfx;*.p12).

Certificate File to Import n
1 g » ThisPC » Downloads v & | | Search Downloads »
Organize ¥ New folder =~ [0 @
' Favorites Name ‘ Date modified Type Size
Bl Desktop |7 ClientCertificate.p12 4/26/20164:54PM___ Personal Informati. 4KB
&8 Downloads
%] Recent places
1% This PC
€ Network
File name: | ClientCertificate.p12 v| | PKCS12 Files (*.p12:pfx) O

Then, navigate to your Personal ID Certificate .pfx or .p12 file, and then click Open.

In the Password Required window, in the Password box, type the password that you
created when you exported your Personal ID Certificate w/private key and then,
click OK.

Password Required

Q Please enter the password that was used to encrypt this certificate backup:

Cancel

When you receive the “Successfully restored your security certificate(s) and private
key(s)” message, click OK.

You have now imported your Personal ID Certificate w/private key in to the Firefox
Certificate Store, and you can use Firefox to log into your account(s).



4 Configuring Outlook 2013 to Use Your Email Security
Plus Personal ID Certificate

After you export your Personal ID Certificate, you can then configure Microsoft Outlook to
use it to sign and encrypt emails.

1. In Outlook 2013, click File.

HOME SEND / RECEIVE FOLDER VIEW

Ij ‘% %Ignore x @- @ [9; -

7 Clean Up~
New  New e Delete  Reply Reply Forward [
Email Items~ &Junk~ Al
New Delete Respond

2. Onthe File page, in the sidebar menu, click Options.

©

Info
Open & Export

Save As

Office Account
Options

Exit

3. In the Outlook Options window, in the sidebar menu, click Trust Center.

Outlook Options

@ Help keep your documents safe and your computer secure and healthy.

Calendar Protecting your privacy
People

Tasks

Search

Language Security & more

Advanced Visit Office.com to learn more about protecting your privacy and security.

end that you do not change these settin

curity and privacy settings. These settings help keep your
gs.
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4. Onthe Trust Center page, in the Microsoft Outlook Trust Center section, click Trust
Center Settings.

5. Inthe Trust Center window, in the sidebar menu, click E-mail Security.

Trust Center @

Trusted Publishers

Encrypted e-mail
Privacy Options

% ["] Encrypt contents and attachments for outgoing messages

E-mail Security Add digital signature to outgoing messages

Attachment Handling Send clear text signed message when sending signed messages

Automatic Download [T] Request S/MIME receipt for all S/MIME signed messages

Macro Settings Default Setting: | My S/MIME Settings (janet@pymscience.com) B

Programmatic Access Digital IDs (Certificates)

= l Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
[ publish to GAL... | [ Import/Export... | [ Geta DigitalID... |

Read as Plain Text

[] Read all standard mail in plain text
Read all digitally signed mail in plain text

Script in Folders

[ Allow script in shared folders
[] Allow script in Public Folders

6. On the E-mail Security page, in the Encrypted e-mail section, click Settings.

7. In the Change Security Settings window, for Signing Certificate, click Choose.

Change Security Settings @

Security Setting Preferences

Security Settings Name:
My S/MIME Settings (janet@pymscience.com) v

Cryptography Format: | S/MIME
Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

[SecurityLabeIs...] [ New ] [ Delete ]

Certificates and Algorithms

Signing Certificate: Client cert for

Hash Algorithm: | SHAL -

Encryption Certificate: |Client cert for

Encryption Algorithm: |3DES v

Send these certificates with signed messages

I OK ] [ Cancel
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8. In the Windows Security window, select your Client Certificate (Personal ID) and click OK.

Windows Security @

Select a Certificate

I 1| Client cert for Client

’ Issuer: DigiCert SHA2 Assured ID CA
Valid From: 12/8/2013 to 3/8/2017

\

Click here to view certificate prope...

I OK I[ Cancel ]

9. Next, in the Change Security Settings window, for Encryption Certificate, click Choose.
10. In the Windows Security window, select your Client Certificate (Personal ID) and click OK.
11. In the Change Security Settings window, click OK.

You have successfully configure Outlook 2013 to use your Personal ID Certificate for
signing and encrypting your emails.
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About DigiCert

DigiCert is a premier provider of security solutions and certificate management tools. We have
earned our reputation as the security industry leader by building innovative solutions for SSL
Certificate management and emerging markets.

DIGICERT

2807 NORTH THANKSGIVING WAY STE. 500
LEHI, UTAH 84043

PHONE: 801.701.9690

EMAIL: SALES@DIGICERT.COM

© 2017 DigiCert, Inc. All rights reserved. DigiCert is a registered trademark of d' - @
DigiCert, Inc. in the USA and elsewhere. All other trademarks and registered O Iglce rt

trademarks are the property of their respective owners.
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