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Introduction 
 

Welcome to the DigiCert® SSL Best Practice Workshop! 

 

After completing this workshop, you will be able to: 

¶ Describe PKI/SSL risks and vulnerabilities, current SSL industry trends and SSL certificate 

management best practice; 

¶ Identify risks and areas for improvement within your SSL management infrastructure.  
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This training is in 4 sections: 

¶ SSL Overview 

¶ SSL Risks 

¶ Industry Trends 

¶ Best Practice  

  



DIGICERT® BEST PRACTICE WORKSHOP 7 

 

SSL Overview 

 

SSL & TLS 

 

The SSL (now called TLS) protocol allows client/server applications to communicate across a network 

in a way designed to prevent eavesdropping and tampering. TLS provides endpoint authentication 

and communications confidentiality over the Internet using cryptography.  

A prominent use of TLS is for securing World Wide Web traffic carried by HTTP to form HTTPS. 

Notable applications are electronic commerce and asset management. Increasingly, the Simple Mail 
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Transfer Protocol (SMTP) is also protected by TLS (RFC 3207). These applications use public key 

certificates to verify the identity of endpoints. 

 

The SSL protocol is responsible for the following tasks: 

¶ Fragmentation of application data streams  

¶ Compression of data before encryption 

¶ Authentication of PDUs 

¶ Encryption  
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Note: The SSL and TLS acronyms can be used interchangeably, except when referring to a specific 

version. 

Interoperability 

Since there are various versions of TLS (1.0, 1.1, 1.2, 1.3) and SSL (2.0 and 3.0), means are needed to 

negotiate the specific protocol version to use.  The TLS protocol provides a built-in mechanism for 

version negotiation so as not to bother other protocol components with the complexities of version 

selection. 

 

As of 26 March 2018, TLS 1.3 is an approved Internet Standard. It is based on the earlier TLS 1.2 

specification.  

Speed benefits of TLS 1.3 

TLS and encrypted connections have always added a slight overhead when it comes to web 

performance. HTTP/2 helps with this problem, but TLS 1.3 helps speed up encrypted connections 

even more with features such as TLS false start and Zero Round Trip Time (0-RTT). 

To put it simply, with TLS 1.2, two round-trips have been needed to complete the TLS handshake. 

With 1.3, it requires only one round-trip, which in turn cuts the encryption latency in half.  

Improved security with TLS 1.3 

A big ǇǊƻōƭŜƳ ǿƛǘƘ ¢[{ мΦн ƛǎ ǘƘŀǘ ƛǘΩǎ ƻŦǘŜƴ ƴƻǘ ŎƻƴŦƛƎǳǊŜŘ ǇǊƻǇŜǊƭȅ ƛǘ ƭŜŀǾŜǎ ǿŜōǎƛǘŜǎ ǾǳƭƴŜǊŀōƭŜ ǘƻ 

attacks. TLS 1.3 now removes obsolete and insecure features from TLS 1.2. 

Because the protocol is in a sense more simplified, this makes it less likely for administrators and 

developers to misconfigure the protocol.  



DIGICERT® BEST PRACTICE WORKSHOP 10 

 

 

In a shared key environment e.g. for symmetric encryption, a single key is used for encryption and 

decryption of the data, therefore both peers need to know this shared key. The problem with this 

method is that there has to be a way of making sure both peers know this key without compromising 

the security of this key. Using the telephone or mailing the key is not really that secure, plus it is not 

scalable for large secure networks where there are many peer to peer sessions each with different 

keys. There needs to be a way of securing key exchange over an insecure path.  

 

A digital signature is created when the sender of data ŎǊŜŀǘŜǎ ŀ άƘŀǎƘέ ǾŀƭǳŜ ŦƻǊ ǘƘŜ Řŀǘa, encrypts 

the hash with his Private Key, and then transmits the data (plus encrypted hash).  The receiver has 

access to the senders Public Key and decrypts the hash, comparing the hash value he calculates from 
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the data, which should come to the same value.  When this happens the receiver has verified the 

ǎŜƴŘŜǊΩǎ identity and also the integrity of the data sent. 

SSL uses asymmetric encryption for digital signatures and (in some cases) encryption of symmetric 

keys. 

 

A cryptographic hash function is a mathematical algorithm that maps data of arbitrary size (often 

called the "message") to a bit string of a fixed size (the "hash value", "hash", or "message digest") 

and is a one-way function, that is, a function which is practically infeasible to invert.   Well-known 

hash functions include MD4, MD5, SHA-1 and SHA-2 

A digital signature is a mathematical scheme for verifying the authenticity of digital messages or 

documents. 

¢ƘŜ ǎƛƎƴŀǘǳǊŜ ƛǎ ŎǊŜŀǘŜŘ ǳǎƛƴƎ ǘƘŜ ǎƛƎƴŜǊΩǎ ǇǊƛǾŀǘŜ ƪŜy, which is always securely kept by the signer. A 

ƘŀǎƘ ǾŀƭǳŜ ƻŦ ǘƘŜ Řŀǘŀ ƛǎ ŎǊŜŀǘŜŘ ŀƴŘ ŜƴŎǊȅǇǘŜŘ ǳǎƛƴƎ ǘƘŜ ǎƛƎƴŜǊΩǎ ǇǊƛǾŀǘŜ ƪŜȅΦ ¢ƘŜ ǊŜǎǳƭǘƛƴƎ 

encrypted data is the digital signature.  

¢ƘŜ ǊŜŎƛǇƛŜƴǘ ǊŜŎŜƛǾŜǎ ŀ ŎƻǇȅ ƻŦ ǘƘŜ ǎƛƎƴŜǊΩǎ ǇǳōƭƛŎ ƪŜȅ which can be used to decrypt the signature 

ŀƴŘ ǊŜǘǊƛŜǾŜ ǘƘŜ ƘŀǎƘ ǾŀƭǳŜ ŎŀƭŎǳƭŀǘŜŘ ōȅ ǘƘŜ ǎŜƴŘŜǊΦ  LŦ ǘƘƛǎ ƳŀǘŎƘŜǎ ǘƘŜ ǊŜŎƛǇƛŜƴǘΩǎ ŎŀƭŎǳƭŀǘŜŘ ƘŀǎƘ 

value, then they know that the data is unchanged and the identity of the sender is confirmed.  
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SSL Certificates 

 

Certificates are mainly used for authentication.   The subject name must match the website and the 

signature must be genuine. 

The following fields are commonly included in an SSL certificate: 

¶ Version 

¶ Serial Number 

¶ Signature Algorithm 

¶ Issuer 

¶ Valid From and Valid To 

¶ Subject 

¶ Public Key 

¶ Subject Alternative Name (SAN) 

¶ Basic Constraints 

¶ Subject Key Identifier (SKI) 

¶ Key Usage 

¶ CRL Distribution Points 

¶ Certificate Policies 

¶ Extended Key Usage (EKU) 

¶ Authority Key Identifier (AKI) 

¶ Authority Info Access 

¶ Logotype 

¶ Thumbprint Algorithm 

¶ Thumbprint 

Note: with changing PKI standards, these attributes may change at any time without notice to 

comply with CA/B Forum requirements. 
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Subject 
This contains the Distinguished Name (DN) information for the certificate.  The fields included in a 

typical SSL certificate are: 

¶ Common Name (CN) 

¶ Organization (O) 

¶ Organizational Unit (OU) 

¶ Locality or City (L) 

¶ State or Province (S) 

¶ Country Name (C) 

For Extended Validation (EV) SSL certificates, these additional fields are also included: 

¶ Company Street Address 

¶ Postal Code 

¶ Business Category 

¶ Serial Number (Business Registration Number) 

¶ Jurisdiction State 

¶ Jurisdiction Locality 

Certificate Extensions 
RFC 5280 (and its predecessors) defines a number of certificate extensions which indicate how the 

certificate should be used. Some of the most common are: 

¶ Basic Constraints are used to indicate whether the certificate belongs to a CA. 

¶ Key Usage provides a bitmap specifying the cryptographic operations which may be 

performed using the public key contained in the certificate; for example, it could indicate 

that the key should be used for signatures but not for encipherment. 

¶ Extended Key Usage is used, typically on a leaf certificate, to indicate the purpose of the 

public key contained in the certificate.  For example, it may indicate that the key may be 

used on the server end of a TLS or SSL connection or that the key may be used to secure 

email. 
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Certificate Formats 

 

X.509 uses a formal language called Abstract Syntax Notation One (ASN.1) to express the certificate's 

data structure. 

There are different formats of X.509 certificates such as PEM, DER, PKCS#7 and PKCS#12. PEM and 

PKCS#7 formats use Base64 ASCII encoding while DER and PKCS#12 use binary encoding. The 

certificate files have different extensions based on the format and encoding they use. 

Most CAs (Certificate Authority) provide certificates in PEM format in Base64 ASCII encoded files. 

The certificate file types can be .pem, .crt, .cer, or .key. The .pem file can include the server 

certificate, the intermediate certificate and the private key in a single file. The server certificate and 

intermediate certificate can also be in a separate .crt or .cer file. The private key can be in a .key file. 

PEM files use ASCII encoding, so you can open them in any text editor such as notepad, MS word etc. 

Each certificate in the PEM file is contained between the ---- BEGIN CERTIFICATE---- and ----END 

CERTIFICATE---- statements. The private key is contained between the ---- BEGIN RSA PRIVATE KEY---

-- and -----END RSA PRIVATE KEY----- statements. The CSR is contained between the -----BEGIN 

CERTIFICATE REQUEST----- and -----END CERTIFICATE REQUEST----- statements. 

The PKCS#7 format is a Cryptographic Message Syntax Standard. The PKCS#7 certificate uses Base64 

ASCII encoding with file extension .p7b or .p7c. A P7B file only contains certificates and chain 

certificates (Intermediate CAs), not the private key. The most common platforms that support P7B 

files are Microsoft Windows and Java Tomcat. The P7B certificates are contained between the "-----

BEGIN PKCS7-----" and "-----END PKCS7-----" statements. 

DER certificates are in binary form, contained in .der or .cer files. These certificates are mainly used 

in Java-based web servers.  All types of certificates and private keys can be encoded in DER format. 

PKCS#12 is commonly used to bundle a private key with its X.509 certificate or to bundle all the 

members of a chain of trust. PKCS#12 certificates are in binary form, contained in .pfx or .p12 files. 
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Certificate Signing Request (CSR) 

 

A CSR (Certificate Signing Request) is a block of encoded text that is given to a Certificate Authority 

when applying for an SSL Certificate. It is usually generated on the server where the certificate will 

be installed and contains information that will be included in the certificate such as the organization 

name, common name (domain name), locality, and country. It also contains the public key that will 

be included in the certificate. A private key is usually created at the same time that you create the 

CSR, making a key pair.  

Most CSRs are created in the Base-64 encoded PEM format. This format includes the "-----BEGIN 

CERTIFICATE REQUEST-----" and "-----END CERTIFICATE REQUEST-----" lines at the beginning and end 

of the CSR. 

A certificate authority will use a CSR to create your SSL certificate, but it does not need your private 

key. The certificate created with a particular CSR will only work with the private key that was 

generated with it. So if you lose the private key, the certificate will no longer work. 
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SAN & Wildcard 

 

Often, SSL certificates are issued for Fully-Qualified Domains Names (FQDN) such as 

host.example.com.   The primary hostname (domain name of the website) is listed as the Common 

Name in the Subject field of the certificate.  

Wildcard certificates are server certificates which contain a wildcard (*) as part of the hostname. 

They offer a great advantage as one hostname containing a wildcard can match multiple hostnames 

provided they satisfy the condition. 

A certificate may be valid for multiple hostnames (multiple websites). Such certificates are 

commonly called Subject Alternative Name (SAN) certificates or Unified Communications Certificates 

(UCC). SAN certificates can also contain wildcard hostnames.  
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Public SSL Certificates 

 

 

There are 3 categories of SSL certificates: 

¶ Domain Validation (DV) 

¶ Organisation Validation (OV) 

¶ Extended Validation (EV) 

DV Certificates 
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A low assurance or Domain-validated (DV) certificate is a certificate that only includes your domain 

name in the certificate (not your business or organization name). Certificate authorities usually can 

automatically verify that you own the domain name by checking the WHOIS record. They can be 

issued instantly and are cheaper but, as the name implies, they provide less assurance to your 

customers. 

OV Certificates 

 

A high assurance or Organization Validation (OV) certificate is the normal type of certificate that is 

issued. There are two things that must be verified before you can be issued a high assurance 








































































































































































