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Acronyms

AES Advanced Encryption Standard
BR Baseline Requirements

CA Certificate Authority

CAA CertificateAuthority Authorization
CABF CA/Browser Forum

CDN Content Delivery Network

CRL Certificate Revocation List

cPS Certification Practices Statement
CT Certificate Transparency

DES Data Encryption Standard

DH Diffie-Hellman

DNS Domain Naméervice

DV Domain Validation

ECC Elliptic Curve Cryptography

EE EndEntity

EV Extended Validation

FQDN Fully-Qualified Domain Name
GDPR General Data Protection Regulation
HPKP HTTP Public Key Pinning

HSTS HTTP Strict Transport Security
HTTP HyperText Transfer Protocol
HTTPS HTTP Secure

ICA Intermediate CA

ICANN Internet Corporation for Assigned Names and Numbers
OCSP Online Certificate Status Protocol
o/'s Operating System

ov Organization Validation

PKI Public Keynfrastructure

RSA Rivest Shamir Adleman

SAN Subject Alternative Name

SHA Secure Hash Algorithm

SNI Server Name Indication

SSL Secure Sockets Layer

TLS Transport Layer Security
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Introduction

Welcome to the DigiCeRISSL Best Practice Workshop!

DigiCert SSL Best Practice Workshop .
On-site Engagement (1 day) ‘ 0 Introduction ‘

— T IV o

Audience Objectives

L1 Admin cribe P

After completing this workshop, you will be able to:

9 Describe PKI/SSL risks and vulnerabilities, current SSL industry trends and f&atecerti
management best practice;
1 Identify risks and areas for improvement withjaur SSL management infrastructure
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SSL/TLS Training Agenda o Introduction

: , Industry :
SSL Overview SSL Risks Best Practice

* History * Certificate « CA/B Forum « Security
« Technology Risks « New « Performance
. ggacks on Technologies
L

This training is in 4 sections:

SSL Overview
SSL Risks
Industry Trends
Best Practice

= =4 =4 =4
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SSL Overview

SSL Overview

Agenda ‘ O SSL Overview ‘

« SSL&TLS

* Public SSL Certificates
+ Validation

« How SSL Works
+ Public Key Infrastructure (PKI)
+ SSL Handshake
+ Digital Signatures
» Authentication
* CRL & OCSP
+ Forward Secrecy

©2016 DipCan-A3 Rghts Resared |

SSL & TLS

SS5L Introduction ‘ O SS5L Overview

» Secure communication across a network
» Widely used for securing web traffic carried by HTTP to form HTTPS
» Other applications include secure email and VPNs

Secure your website
SS L and gain trust with a

Secure SSL

L e ll_”x
SEGURE SSL

Connection Certificate

2016 DigrCan—ad Righis Rassresd | 6

TheSSL (now callefL$ protocol allows client/server applications to communicate across a network
in a way designed to prevent eavesdropping and tampering. TLS provides endpoint authentication
and communications confidentiality over the Internet using cryptography.

A prominentuse of TLS is for securing World Wide Web traffic carried by HTTP to form HTTPS.
Notable applications are electronic commerce and asset management. Increasingly, the Simple Malil
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Transfer Protocol (SMTP) is also protected by TLS (RFC 3207). Theseamgplisatpublic key
certificates to verify the identity of endpoints.

SSL Overview ‘ O ssL overview

Authentication

Integrity

& 2016 DigCad—Ad Righis Ressreed | 7

The SSL protocol is responsible for the following tasks:

Fragmentation of application data streams
Compression oflatabefore encryption
Authentication of PDUs

Encryption

= =4 =4 =4

SSL/TLS History o SSL Overview

« SSL (Secure Sockets Layer)
» v2.0 (NetScape - 1995)

General | Secuily | Piivacy | Conlert | Conmection: | Progiams | Advanced

+ Deprecated March 2011 .
* v3.0 (NetScape - 1996) | B et i
* Deprecated June 2015 ,‘Zgﬁutzﬁmmfmml
« TLS (Transport Layer Security) Aot
« v1.0 (RFC 2246 - 1999) o et e
+ Deprecated June 2018 CBssn
* v1.1 (RFC 4346 - 2006) TR e
« Deprecated March 2020 S et e
+ v1.2 (RFC 5246 - 2008) ¢

» V1.3 (RFC 8446 - 2018)

L 2018 DigrCari—A) Righls Resened | B
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Note: TheSSL and TLS acronyms can be used interchangeabgpt when referring to a specific
version.

Interoperability

Since there are various versions of TLS (1.0, 1.11.B)2and SSL (2.0 and 3.0), means are needed to
negotiate the specific protodaersion to use. The TLS protocol provides a-buittechanism for
version negotiation so as not to bother other protocol components with the complexities of version
selection.

TLES:1.3 .
Improvements to Security & Performance O SSL Overview

IETF Approves TLS 1.3 as Internet Standard « Security

| By Catalin Cimpanu e o e + Obsolete and insecure
i algorithms removed
» Performance
» Handshake time reduced
» Support
+ Chrome 66
« Firefox 60
» Others TBC

The Internet Engineering Task Force (IETF) —the organization that approves proposed Internet

‘ standards and protocols— has formally approved TLS 1.3 as the next major version of the Transport
| Layer Security (TLS) protocol

|

| The decision comes after four years of discussions and 28 protocol drafts, with the 28th being selected as

| the final version.

© 2018 MgCart-AF Rights Reserved | §

As of 26 March 2018, TLS 1.3 is an approved Internet Standard. It isdvetsedearlier TLS 1.2
specification.

Speedbenefits of TLS 1.3

TLS and encrypted connections have always added a slight overhead when it comes to web
performance HTTP/Zhelpswith this problem, but TLS 1t&Ips speed up encrypted connections
even morewith features such a$LS false staend Zero Round Trip Time-RO'T).

To put it simplywith TLS 1.2, two rounttips have been needed to complete the TLS handshake.
With 1.3, itrequires only one rourdkip, which in turn cuts the encryption latency lalf.

Improvedsecurity with TLS 1.3

AbigLINR 6t SY gAGK ¢[{ mMdH A& (GKIG AdQa 2FGSy yz2ia O
attacks. TLS 1.3 now removes obsolete and insecure fedmamsTLS 1.2

Because the protocol is in a sense msiraplified, this makes it ledikely for administrators and
developers to misconfigure the protocol.
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Symmetric (Secret Key) Cryptosystems ‘ 0 SSL Overview ‘

Plaintext Encryption Decryption Plaintext

Destribation of secret key over secure channe

« Symmetric Encryption: Same key used for encryplion and decryption
» Key must be kept secret
= S5L uses symmetric encryption for secure exchange of data

2016 DigiCan—50 Righte Rasarsd | 10

In a shared key environment e.g. for symmetric encryption, a single key is used for encryption and
decryption of the data, therefore both peers neediioow this shared key. The problem with this
method is that there has to be a way of making sure both peers know this key without compromising
the security of this key. Using the telephone or mailing the key is not really that secure, plus it is not
scalatte for large secure networks where there are many peer to peer sessions each with different
keys. There needs to be a way of securing key exchange over an insecure path.

Asymmetric Encryption

Public Key Infrastructure (PKI) o SSL Overview

* Based on a matching key pair:

* Public Key (available to all) Jack's Private Key Jilts Private Key
* Private Key (kept secret)
- Data encrypted with a Public Key =ied{) Qud=
can be decrypted with the }
matching Private Key Jack ""k ' L e “'_“I, s J'“
) . Jack's Public Key ,_:#_-_— ill's Public
= Data encrypted with a Private —e — —, ..*

Key can be decrypted with the
matching Public Key

Jill's Public Key Jack's Public Key

SSL/TLS uses asymmetric encryption for:
» Digital Signatures
+ Encryption of symmetric (shared) keys

2018 DigiCar-A Rights Resened | 11

A digital signature isreatedwhen the sender of dat®O NS I 1 Sa | & K| dakehcrygts f dzS  F 2 N
the hashwith hisPrivate Keyand thentransmits the dataglus encryptechash). The receiver has
access to the sendeRublic Keyanddecrypts thehash comparing the hash value lealculatesrom
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the data,which should come to the samalue When this happens the receivieasverified the
& Sy Ri&NtiIy and also the integrity of the data sent

SSL uses asymmetric encryption for digital signaturegiarsmbme case®ncryption of symmetric
keys.

Hash Functions & Digital Signatures ‘ O SSL Overview

10101110 Algorithm | Hash Size
0olo1001

11110000 MD5 128 bits
SHA-1 160 bits

Hash 256 bits
SHA-2 384 bits
512 bits

+ A Digital Signature is formed by encrypting the data's
hash value with a Private Key
+ The Digital Signature is verified using the signer’s public
key
» Decrypt the encrypted hash value using the public key

001100110101 + Compare with the calculated hash value

© 2018 Digiari-A Rights Rasered | 12

A ciyptographic hash function is a mathematical algorithm that maps data of arbitrary size (often
called the "message") to a bit string of a fixed size (the "hash value", "hash", or "message digest")
and is a onavay function, that is, a function which is ptigally infeasible to invert Well-known

hash functions inclueMD4, MD5, SHA and SHAR

A digital signature is a mathematical scheme for verifying the authenticity of digital messages or
documents

¢CKS aA3aylrddz2NE Aa ONBI ¥ SvRichidzalwayskeciréyXephby fig/sgmMeR A  LINJR ¢
KIakK @ltdzS 2F GKS RFEGlF A& ONBFGSR FyR SyONRLIiSR
encrypted data is the digital signature.

¢tKS NBOALASYy(G NBOSABSa which e hdised2oTeciy the sigdaming S N &  LJo
YR NBGUNARSQOS (KS KIakK @FftdzS OFft Odz FiSR o0& GKS &a¢
value, then they know that the data is unchanged and the identity of the sender is confirmed
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SSL Ceridates

Digital Certificat
FlghefGoomis O sst overview

* An SSL certificate:

* Binds a public key to a domain O 2 e 2 o 2 B 2 D 3 D B 7. ]
« |s digitally signed by the issuer & SEG"RE Ut
e 0. W
& 20 #

Y

. .
i

)

Ik Mgk hdde 2

B RFvagappd ~b} =

W

. o]

(1)
(E PRSP DS PGS D

Subject name Y
Subject public key
Issuer name
Issuer signature
Serial number
Valid period

by 3

© 2018 DigrCart-AS Rights Reserved | 13

Certificates are mainly used for authentication. The subject name must match the website and the
signature must be genuine.

The following fields areommonlyincluded inan SSL certificate:

Version

Serial Number

Signature Algorithm

Issuer

Valid From and/alid To
Subject

Public Key

Subject Alternative Name (SAN)
Basic Constraints

Subject Key Identifier (SKI)
Key Usage

CRL Distribution Points
Certificate Policies
Extended Key Usage (EKU)
Authority Key Identifier (AKI)
Authority Info Access
Logotype

Thumbprit Algorithm
Thumbprint

= =4 =4 =4 =8 - -8 -8 8 -a of A oaoa s e

Note: with changing PKI standards, these attributes may change at any time without notice to
comply with CA/B Forum requirements.

DIGICERTE®EST PRACTICE WORKSHOP 12



Subject
This contains the Distinguished Name (DN) information for the certificate. The fields ohaluale
typical SSL certificate are:

1

=A =4 =4 =4

Common Name (CN)
Organization (O)
Organizational Unit (OU)
Locality or City (L)

State or Province (S)
Country Name (C)

For Extended Validation (EV) SSL certificates, these additional fields are also included:

=A =4 =4 =4

T

Company Street Address

Postal Code

Business Category

Serial Number (Business Registration Number)
Jurisdiction State

Jurisdiction Locality

Certificate Extensions
RFC 5280 (and its predecessors) defines a number of certificate extensions which indictite how
certificate should be used. Some of the most common are:

1
1

Basic Constraints are used to indicate whether the certificate belongs to a CA.

Key Usage provides a bitmap specifying the cryptographic operations which may be
performed using the public key ctained in the certificate; for example, it could indicate

that the key should be used for signatures but not for encipherment.

Extended Key Usage is used, typically on a leaf certificate, to indicate the purpose of the
public key contained in the certifitm For example, it may indicate that the key may be
used on the server end of a TLS or SSL connection or that the key may be used to secure
email.

DIGICERTE®EST PRACTICE WORKSHOP 13



Certificate Formats

X.509 certificate encoding formats and extensions O SSL Overview

Base64 (ASCI)

Sebect the foemet o sk 10 use:

@ Personl Womation Exchargs - PXCS £12 [P0
(ks of contficatos i the cortiication path f povstie

)i eang prosaction fragames 1€ 5.0, WY 4.0 34 or sbovel
[TJwlat e private by € the export & pacopssid

PKCS#7 PKCS#12
.p7b .pfx
.p7c p12

X.509 uses a formal language calidabtract Syntax Notation One (ASNdLeXxpress e certificate's
data structure.

There are different formats of X.509 certificates such as PEM, DER, PKCS#7 and PKCS#12. PEM and
PKCS#7 formats use Base64 ASCII encoding while DER and PKCS#12 use binary encoding. The
certificate files have different exteims based on the format and encoding they use.

Most CAs (Certificate Authority) provide certificate$BEMformat in Base64 ASCII encoded files.

The certificate file types can be .pem, .crt, .cer, or .key. The .pem file can include the server
certificate the intermediate certificate and the private key in a single file. The server certificate and
intermediate certificate can also be in a separate .crt or .cer file. The private key can be in a .key file.

PEM files use ASCII encoding, so you can openithany text editor such as notepad, MS word etc.
Each certificate in the PEM file is contained between-théeBEGIN CERTIFICATFEBNd----END
CERTIFICATEStatements. The private key is contained between theBEGIN RSA PRIVATEKEY
--and-----END RSA PRIVATE-KE¥tatements. The CSR is contained betweentheBEGIN
CERTIFICATE REQUESANd-----END CERTIFICATE REQUEStatements.

ThePKCS#ibrmat is a Cryptographic Message Syntax Standard. The PKCS#7 certificate uses Base64
ASCII encoding with file extension .p7b or .p7c. A P7B file only contains certificates and chain
certificates (Intermediate CAs), not the private key. The most comnadfopis that support P7B

files are Microsoft Windows and Java Tomcat. The P7B certificates are contained between-the "
BEGIN PKCS#-' and ----END PKCS7--' statements.

DERcertificates are in binary form, contained in .der or .cer files. Thed#icates are mainly used
in Javabased web serversAll types of certificateand private keys can be encoded in DER format

PKCS#1B commonly used to bundle a private key with its X.509 certificate or to bundle all the
members of a chain of trusPKCS#12ertificates are in binary form, contained in .pfx or .p12 files.

DIGICERTE®EST PRACTICE WORKSHOP 14



Certificate Signing Request (CSR)

Certificate Signing Request (CSR) O SSL Overview
Common Name:
ubjet | i Eg Submitted To
Alernative & a,
Names: Certificate Signing Centificate
| Request (CSR) Autherity (CA)
‘Organization:
Department: [
Ciby: |
State: “: Prolected
Country: - i J
Key Size; 4048 = Key Store
Cancel

20118 DigCart—A) Rights Resened | 15

A CSR (Certificate Signing Request) is a block of encoded text that is given to a Certificate Authority
when applying for an SSL Certificate. itdaally generated on the server where the certificate will

be installed and contains information that will be included in the certificate such as the organization
name, common name (domain name), locality, and country. It also contains the public keylthat

be included in the certificate. A private key is usually created at the same time that you create the
CSR, making a key pair.

Most CSRs are created in the B&deencoded PEM format. This format includes the--BEGIN
CERTIFICATE REQUES®ENd"----END CERTIFICATE REQUESihes at the beginning and end
of the CSR.

A certificate authority will use a CSR to create your SSL certificate, but it does not need your private
key. The certificate created with a particular CSR will only worktha&tiprivate key that was
generated with it. So if you lose the private key, the certificate will no longer work.

DIGICERTE®EST PRACTICE WORKSHOP 15



SAN & Wildcard

SANs & Wildcards ‘ O SSL Overview
« Wildcards: R p——— G s G
« Protect multiple subdomains P e =
{same domain) e.g. *.foo.com B Cerikate blommites — — n
protects shop foo.com, et e e e b i skl e
www foo.com, online. foo.com, it eyt Ty s 13 A1 WAL

« Mot allewed for EV SSL (CA/B | r—r——
Forum) R bbb Ponti (181 Detrbuson Pt
= Rl fa P cemficsben soheetn e bor e R Gertiwake Pt 1} n ke Pl Pl
R e T i L -
+ SANs b L= Icwbmmt. e 3
+ Protect multiple domains e.g ey P
shop.foo.com, PR Verdem
WY B ample com, ki Troms: &TUI912 e 171
online jack.com
+ FQDN and wildcards are valid =
SANs Laarm e wdoud prridoie Lowr rew st n-¥inn fch
i i

& 2016 DigiCar-Ad Rights Ressrssd | 13

Often, SSL certificates are issued for FQlhalified Domains Names (FQDN) such as
host.example.com.The primary hostname (domain name of the website) is listed as the Common
Name in the Subject field of the certificate.

Wildcard certificates are server certificates which contain a wildcard (*) as part of the hostname.
They offer a great advantage as dmestname containing a wildcard can match multiple hostnames
provided they satisfy the condition.

A certificate may be valid for multiple hostnames (multiple websites). Such certificates are
commonly called Subject Alternative Name (SAN) certificates iied €ommunications Certificates
(UCC)SAN certificatesan also contain wildcard hostnames.
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Public SSL Certificates

Public SSL Certificates ‘ O ssL overview

» Chain to trusted root certificate am a zo n

« Enables trust for wehsite visitors

« Requester identity authenticated as
part of certificate issuance

» Public or private web servers

» Obtained from Certificate Authority
(CA)

» Must conform to CA/Browser Forum
standards

& 2016 [yplan-Ad Righls Rassned 14

Public SSL Certificate Types

« Domain Validation (DV)
» Rights to domain
» Low assurance

« Organisation Validation (OV)

e Rights to domain a:'. .w%mmmuw.mmmw PayPe - Vo da Fuvkia [
: B E e gy ety Jeen iy

+ Valid business registration P Je;';-‘ C o ORIIRE s o | W oo

+ High assurance B St Mney i Oatom e, [ V0 e comeind e
H M WA (e by

+ Extended Validation (EV) | PayPal A

*  Rights to domain [ G 5

+ Thorough vetting of organisation ol & IS

+ Highest assurance R et et dmprng.

« Green address bar il

There are 3 categories of SSL certificates:

1 Domain Validation (DV)
1 Organisation Validation (OV)
1 Extended Validation (EV)

DVCertificates

DIGICERTEEST PRACTICE WORKSHOP 17



Domain Validation

o SSL Overview

Domain Validation (DV)

KEY DIFFERENTIATORS:

* Fastest issuance

* Mo company information on
certificate

* Easier for phishing sites to abtain

USER PERSPECTIVE:

a

"I'm on a site that
appears to he secure.”

VALIDATES:

Domain ownership/comntral

TYPICALLY USED FOR:

* Internalfnon-public-facing sites

* Web-based applications (no risk
of fraud)

- Sites where credibility matters less than

data security

© 2018 DigeCart-Al Righ

A low assurance or Domaimlidated (DV) certificate is a certificate that only includes your domain
name in the certificate (not your business or organization name). Certificate authorities usually can
automatically verify that you own the domaimme by checking the WHOIS record. They can be
issued instantly and are cheaper but, as the name implies, they provide less assurance to your

customers.

OV ertificates

A high assurance or Organization Validation (OV) certificate is the normal type of certificate that is
issued. There are two things that must be verified before you can be issued a high assurance

DIGICERTEEST PRACTICE WORKSHOP
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